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&RQWULEXWLRQ�,'��I���F��F�I�I���F����G���F�����G��G��
'DWH���������������������

����������

3XEOLF�FRQVXOWDWLRQ�RQ�WKH�'DWD�$FW
)LHOGV�PDUNHG�ZLWK��DUH�PDQGDWRU\�

,QWURGXFWLRQ

7KH�&29,'����FULVLV�KDV�VKRZQ�WKH�HVVHQWLDO�UROH�RI�GDWD�XVH�IRU�FULVLV�PDQDJHPHQW�DQG�SUHYHQWLRQ��DQG�
IRU�LQIRUPHG�GHFLVLRQ�PDNLQJ�E\�JRYHUQPHQWV��'DWD�DOVR�KDV�D�NH\�SODFH�LQ�WKH�UHFRYHU\�RI�WKH�(8��JLYHQ�
LWV�SRWHQWLDO�IRU�LQQRYDWLRQ�DQG�MRE�FUHDWLRQ��DV�ZHOO�DV�LWV�FRQWULEXWLRQ�WR�WKH�HIILFLHQF\�RI�LQGXVWULHV�DFURVV�
DOO�VHFWRUV��'DWD�ZLOO�DOVR�FRQWULEXWH�WR�DFKLHYLQJ�WKH�JRDOV�RI�WKH�(XURSHDQ�*UHHQ�'HDO�

:LWK�LWV� ��SXEOLVKHG�RQ����)HEUXDU\�������WKH�&RPPLVVLRQ�IRUPXODWHG�D�YLVLRQ�(XURSHDQ�VWUDWHJ\�IRU�GDWD
IRU�WKH�GDWD�HFRQRP\��7KLV�LQFOXGHV�WKH�DGRSWLRQ�RI�D�KRUL]RQWDO�OHJLVODWLYH�LQLWLDWLYH��WKH�௱'DWD�$FW௲��WKDW�
ZRXOG�FRPSOHPHQW�WKH� ��ZKLFK�ZDV�DGRSWHG�E\�WKH�SURSRVDO�IRU�D�5HJXODWLRQ�RQ�GDWD�JRYHUQDQFH
&RPPLVVLRQ�LQ�1RYHPEHU������

7KH�REMHFWLYH�RI�WKH�'DWD�$FW�LV�WR�SURSRVH�PHDVXUHV�WR�FUHDWH�D�IDLU�GDWD�HFRQRP\�E\�HQVXULQJ�DFFHVV�WR�
DQG�XVH�RI�GDWD��LQFOXGLQJ�LQ�EXVLQHVV�WR�EXVLQHVV�DQG�EXVLQHVV�WR�JRYHUQPHQW�VLWXDWLRQV��7KH�LQLWLDWLYH�
ZRXOG�QRW�DOWHU�GDWD�SURWHFWLRQ�OHJLVODWLRQ�DQG�ZRXOG�VHHN�WR�SUHVHUYH�LQFHQWLYHV�LQ�GDWD�JHQHUDWLRQ�

8QGHU�WKLV�LQLWLDWLYH��D�UHYLHZ�RI�'LUHFWLYH������(&�RQ�WKH�OHJDO�SURWHFWLRQ�RI�GDWDEDVHV�LV�DOVR�SODQQHGbLQ�
RUGHU�WR�HQVXUH�FRQWLQXHG�UHOHYDQFH�IRU�WKH�GDWD�HFRQRP\�

7KLV�TXHVWLRQQDLUH�DLPV�DW�FRQVXOWLQJ�DOO�W\SHV�RI�VWDNHKROGHUV��LQFOXGLQJ�FLWL]HQV�DQG�EXVLQHVVHV��DERXW�WKH�
GLIIHUHQW�PHDVXUHV�EHLQJ�H[SORUHG�LQ�SUHSDULQJ�WKH�'DWD�$FW��,W�LV�GLYLGHG�LQWR�WKH�IROORZLQJ�VHFWLRQV�

,��%XVLQHVV�WR�JRYHUQPHQW�GDWD�VKDULQJ�IRU�WKH�SXEOLF�LQWHUHVW�
,,��%XVLQHVV�WR�EXVLQHVV�GDWD�VKDULQJ
,,,��7RROV�IRU�GDWD�VKDULQJ��VPDUW�FRQWUDFWV
,9��&ODULI\LQJ�ULJKWV�RQ�QRQ�SHUVRQDO�,QWHUQHW�RI�7KLQJV�GDWD�VWHPPLQJ�IURP�SURIHVVLRQDO�XVH
9��,PSURYLQJ�SRUWDELOLW\�IRU�EXVLQHVV�XVHUV�RI�FORXG�VHUYLFHV�
9,��&RPSOHPHQWLQJ�WKH�SRUWDELOLW\�ULJKW�XQGHU�$UWLFOH����*'35�
9,,��,QWHOOHFWXDO�3URSHUW\�5LJKWV�௬�3URWHFWLRQ�RI�'DWDEDVHV�
9,,,��6DIHJXDUGV�IRU�QRQ�SHUVRQDO�GDWD�LQ�LQWHUQDWLRQDO�FRQWH[WV
b
$IWHU�WKH�PDQGDWRU\�௱DERXW�\RX௲�VHFWLRQ��SOHDVH�DQVZHU�WKH�VHFWLRQV�WKDW�DUH�RI�LQWHUHVW�WR�\RX�
3OHDVH�QRWH�WKDW��DOWKRXJK�WKH\�DOO�DSSHDU�LQ�WKH�3')�TXHVWLRQQDLUH��VRPH�TXHVWLRQV�DQG�WKH�HQWLUH�VHFWLRQ�
RQ�௱VDIHJXDUGV�IRU�QRQ�SHUVRQDO�GDWD�LQ�LQWHUQDWLRQDO�FRQWH[WV௲�ZLOO�RQO\�DSSHDU�LQ�WKH�RQOLQH�TXHVWLRQQDLUH�
IRU�UHVSRQGHQWV�WKDW�LQGLFDWHG�WKH\�DUH�UHVSRQGLQJ�DV�D�FRPSDQ\�EXVLQHVV�RUJDQLVDWLRQ�RU�DV�D�EXVLQHVV�
DVVRFLDWLRQ�

https://digital-strategy.ec.europa.eu/en/policies/strategy-data
https://ec.europa.eu/digital-single-market/en/european-data-governance
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7KH�TXHVWLRQQDLUH�ZLOO�EH�DYDLODEOH�LQ�DOO�(8�RIILFLDO�ODQJXDJHV�RQ����-XQH������

)LQDOO\��SOHDVH�QRWH�WKDW�\RX�FDQ�XSORDG�D�GRFXPHQW��H�J��SRVLWLRQ�SDSHU��DW�WKH�HQG�RI�WKH�TXHVWLRQQDLUH�

$ERXW�\RX

/DQJXDJH�RI�P\�FRQWULEXWLRQ
%XOJDULDQ
&URDWLDQ
&]HFK
'DQLVK
'XWFK
(QJOLVK
(VWRQLDQ
)LQQLVK
)UHQFK
*HUPDQ
*UHHN
+XQJDULDQ
,ULVK
,WDOLDQ
/DWYLDQ
/LWKXDQLDQ
0DOWHVH
3ROLVK
3RUWXJXHVH
5RPDQLDQ
6ORYDN
6ORYHQLDQ
6SDQLVK
6ZHGLVK

,�DP�JLYLQJ�P\�FRQWULEXWLRQ�DV
$FDGHPLF�UHVHDUFK�LQVWLWXWLRQ
%XVLQHVV�DVVRFLDWLRQ
&RPSDQ\�EXVLQHVV�RUJDQLVDWLRQ
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&RQVXPHU�RUJDQLVDWLRQ
(8�FLWL]HQ
(QYLURQPHQWDO�RUJDQLVDWLRQ
1RQ�(8�FLWL]HQ
1RQ�JRYHUQPHQWDO�RUJDQLVDWLRQ��1*2�
3XEOLF�DXWKRULW\
7UDGH�XQLRQ
2WKHU

)LUVW�QDPH

)UDQFRLV

6XUQDPH

/DYRLU

(PDLO��WKLV�ZRQ
W�EH�SXEOLVKHG�

ODYRLU#HEX�FK

2UJDQLVDWLRQ�QDPH
����FKDUDFWHU�V��PD[LPXP

(XURSHDQ�%URDGFDVWLQJ�8QLRQ

2UJDQLVDWLRQ�VL]H
0LFUR����WR���HPSOR\HHV�
6PDOO�����WR����HPSOR\HHV�
0HGLXP�����WR�����HPSOR\HHV�
/DUJH������RU�PRUH�

%XVLQHVV�VHFWRU
$JULFXOWXUH��IRUHVWU\�DQG�ILVKLQJ
)RRG�SURFHVVLQJ��IRRG�VXSSO\�FKDLQ
$XWRPRWLYH��LQFOXGLQJ�VXSSOLHUV��PDQXIDFWXULQJ��UHWDLO��VHUYLFH�DQG�
PDLQWHQDQFH�DQG�UHODWHG�DIWHU�PDUNHW�VHUYLFHV
+RXVHKROG�DSSOLDQFHV���VPDUW�OLYLQJ���LQFOXGLQJ�VXSSOLHUV��PDQXIDFWXULQJ��
UHWDLO��VHUYLFH�DQG�PDLQWHQDQFH�DQG�UHODWHG�DIWHU�PDUNHW�VHUYLFHV
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0DFKLQHU\
2WKHU�PDQXIDFWXULQJ��LQFOXGLQJ�VXSSOLHUV��PDQXIDFWXULQJ��UHWDLO��VHUYLFH�DQG�
PDLQWHQDQFH�DQG�UHODWHG�DIWHU�PDUNHW�VHUYLFHV
5DZ�PDWHULDOV�DQG�HQHUJ\�LQWHQVLYH�LQGXVWULHV
&RQVWUXFWLRQ
3DVVHQJHU�WUDQVSRUWDWLRQ��WD[L��EXV��WUDLQ��SODQH��ZDWHUZD\V�
/RJLVWLFV
3RVWDO�VHUYLFHV��LQFOXGLQJ�H[SUHVV�VHUYLFHV
7HOHFRPPXQLFDWLRQV��LQFOXGLQJ�VXSSOLHUV
5HWDLO�DQG�ZKROHVDOH
0HGLD��SXEOLVKLQJ��EURDGFDVWLQJ�DQG�UHODWHG�VHUYLFHV�LQFOXGLQJ�DGYHUWLVLQJ
&UHDWLYH�DQG�FXOWXUH�LQGXVWULHV
+HDOWK
3UR[LPLW\��VRFLDO�VHUYLFHV�DQG�VRFLDO�HFRQRP\
)LQDQFH��LQVXUDQFH�DQG�UH�LQVXUDQFH��RWKHU�WKDQ�PRWRU�LQVXUDQFH�
/HJDO�DGYLFH��PDUNHW�UHVHDUFK
3URGXFWLRQ�DQG�RU�WUDQVPLVVLRQ�VXSSO\�RI�HOHFWULFLW\��JDV��ZDWHU��VWHDP�DQG�DLU��
LQFOXGLQJ�UHODWHG�GDWD�VHUYLFHV
,7
6SDFH�DQG�GHIHQVH
7H[WLOH
7RXULVP
2WKHU

7UDQVSDUHQF\�UHJLVWHU�QXPEHU
����FKDUDFWHU�V��PD[LPXP
&KHFN�LI�\RXU�RUJDQLVDWLRQ�LV�RQ�WKH� ��,W
V�D�YROXQWDU\�GDWDEDVH�IRU�RUJDQLVDWLRQV�VHHNLQJ�WR�WUDQVSDUHQF\�UHJLVWHU
LQIOXHQFH�(8�GHFLVLRQ�PDNLQJ�

��������������

&RXQWU\�RI�RULJLQ
3OHDVH�DGG�\RXU�FRXQWU\�RI�RULJLQ��RU�WKDW�RI�\RXU�RUJDQLVDWLRQ�

$IJKDQLVWDQ 'MLERXWL /LE\D 6DLQW�0DUWLQ
�ODQG�,VODQGV 'RPLQLFD /LHFKWHQVWHLQ 6DLQW�3LHUUH�DQG�

0LTXHORQ



http://ec.europa.eu/transparencyregister/public/homePage.do?redir=false&locale=en
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$OEDQLD 'RPLQLFDQ�
5HSXEOLF

/LWKXDQLD 6DLQW�9LQFHQW�
DQG�WKH�
*UHQDGLQHV

$OJHULD (FXDGRU /X[HPERXUJ 6DPRD
$PHULFDQ�6DPRD (J\SW 0DFDX 6DQ�0DULQR
$QGRUUD (O�6DOYDGRU 0DGDJDVFDU 6¥R�7RP«�DQG�

3U¯QFLSH
$QJROD (TXDWRULDO�*XLQHD 0DODZL 6DXGL�$UDELD
$QJXLOOD (ULWUHD 0DOD\VLD 6HQHJDO
$QWDUFWLFD (VWRQLD 0DOGLYHV 6HUELD
$QWLJXD�DQG�
%DUEXGD

(VZDWLQL 0DOL 6H\FKHOOHV

$UJHQWLQD (WKLRSLD 0DOWD 6LHUUD�/HRQH
$UPHQLD )DONODQG�,VODQGV 0DUVKDOO�,VODQGV 6LQJDSRUH
$UXED )DURH�,VODQGV 0DUWLQLTXH 6LQW�0DDUWHQ
$XVWUDOLD )LML 0DXULWDQLD 6ORYDNLD
$XVWULD )LQODQG 0DXULWLXV 6ORYHQLD
$]HUEDLMDQ )UDQFH 0D\RWWH 6RORPRQ�,VODQGV
%DKDPDV )UHQFK�*XLDQD 0H[LFR 6RPDOLD
%DKUDLQ )UHQFK�3RO\QHVLD 0LFURQHVLD 6RXWK�$IULFD
%DQJODGHVK )UHQFK�6RXWKHUQ�

DQG�$QWDUFWLF�
/DQGV

0ROGRYD 6RXWK�*HRUJLD�
DQG�WKH�6RXWK�
6DQGZLFK�
,VODQGV

%DUEDGRV *DERQ 0RQDFR 6RXWK�.RUHD
%HODUXV *HRUJLD 0RQJROLD 6RXWK�6XGDQ
%HOJLXP *HUPDQ\ 0RQWHQHJUR 6SDLQ
%HOL]H *KDQD 0RQWVHUUDW 6UL�/DQND
%HQLQ *LEUDOWDU 0RURFFR 6XGDQ
%HUPXGD *UHHFH 0R]DPELTXH 6XULQDPH
%KXWDQ *UHHQODQG 0\DQPDU�%XUPD 6YDOEDUG�DQG�

-DQ�0D\HQ
%ROLYLD *UHQDGD 1DPLELD 6ZHGHQ
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%RQDLUH�6DLQW�
(XVWDWLXV�DQG�
6DED

*XDGHORXSH 1DXUX 6ZLW]HUODQG

%RVQLD�DQG�
+HU]HJRYLQD

*XDP 1HSDO 6\ULD

%RWVZDQD *XDWHPDOD 1HWKHUODQGV 7DLZDQ
%RXYHW�,VODQG *XHUQVH\ 1HZ�&DOHGRQLD 7DMLNLVWDQ
%UD]LO *XLQHD 1HZ�=HDODQG 7DQ]DQLD
%ULWLVK�,QGLDQ�
2FHDQ�7HUULWRU\

*XLQHD�%LVVDX 1LFDUDJXD 7KDLODQG

%ULWLVK�9LUJLQ�
,VODQGV

*X\DQD 1LJHU 7KH�*DPELD

%UXQHL +DLWL 1LJHULD 7LPRU�/HVWH
%XOJDULD +HDUG�,VODQG�DQG�

0F'RQDOG�,VODQGV
1LXH 7RJR

%XUNLQD�)DVR +RQGXUDV 1RUIRON�,VODQG 7RNHODX
%XUXQGL +RQJ�.RQJ 1RUWKHUQ�

0DULDQD�,VODQGV
7RQJD

&DPERGLD +XQJDU\ 1RUWK�.RUHD 7ULQLGDG�DQG�
7REDJR

&DPHURRQ ,FHODQG 1RUWK�0DFHGRQLD 7XQLVLD
&DQDGD ,QGLD 1RUZD\ 7XUNH\
&DSH�9HUGH ,QGRQHVLD 2PDQ 7XUNPHQLVWDQ
&D\PDQ�,VODQGV ,UDQ 3DNLVWDQ 7XUNV�DQG�

&DLFRV�,VODQGV
&HQWUDO�$IULFDQ�
5HSXEOLF

,UDT 3DODX 7XYDOX

&KDG ,UHODQG 3DOHVWLQH 8JDQGD
&KLOH ,VOH�RI�0DQ 3DQDPD 8NUDLQH
&KLQD ,VUDHO 3DSXD�1HZ�

*XLQHD
8QLWHG�$UDE�
(PLUDWHV

&KULVWPDV�,VODQG ,WDO\ 3DUDJXD\ 8QLWHG�.LQJGRP
&OLSSHUWRQ -DPDLFD 3HUX 8QLWHG�6WDWHV
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&RFRV��.HHOLQJ��
,VODQGV

-DSDQ 3KLOLSSLQHV 8QLWHG�6WDWHV�
0LQRU�2XWO\LQJ�
,VODQGV

&RORPELD -HUVH\ 3LWFDLUQ�,VODQGV 8UXJXD\
&RPRURV -RUGDQ 3RODQG 86�9LUJLQ�,VODQGV
&RQJR .D]DNKVWDQ 3RUWXJDO 8]EHNLVWDQ
&RRN�,VODQGV .HQ\D 3XHUWR�5LFR 9DQXDWX
&RVWD�5LFD .LULEDWL 4DWDU 9DWLFDQ�&LW\
&¶WH�G௲,YRLUH .RVRYR 5«XQLRQ 9HQH]XHOD
&URDWLD .XZDLW 5RPDQLD 9LHWQDP
&XED .\UJ\]VWDQ 5XVVLD :DOOLV�DQG�

)XWXQD
&XUD©DR /DRV 5ZDQGD :HVWHUQ�6DKDUD
&\SUXV /DWYLD 6DLQW�%DUWK«OHP\ <HPHQ
&]HFKLD /HEDQRQ 6DLQW�+HOHQD�

$VFHQVLRQ�DQG�
7ULVWDQ�GD�&XQKD

=DPELD

'HPRFUDWLF�
5HSXEOLF�RI�WKH�
&RQJR

/HVRWKR 6DLQW�.LWWV�DQG�
1HYLV

=LPEDEZH

'HQPDUN /LEHULD 6DLQW�/XFLD

7KH�&RPPLVVLRQ�ZLOO�SXEOLVK�DOO�FRQWULEXWLRQV�WR�WKLV�SXEOLF�FRQVXOWDWLRQ��<RX�FDQ�FKRRVH�ZKHWKHU�\RX�
ZRXOG�SUHIHU�WR�KDYH�\RXU�GHWDLOV�SXEOLVKHG�RU�WR�UHPDLQ�DQRQ\PRXV�ZKHQ�\RXU�FRQWULEXWLRQ�LV�SXEOLVKHG��)R
U�WKH�SXUSRVH�RI�WUDQVSDUHQF\��WKH�W\SH�RI�UHVSRQGHQW��IRU�H[DPSOH߂��EXVLQHVV�DVVRFLDWLRQ��
��FRXQWU\�RI�RULJLQ��RUJDQLVDWLRQ�QDPH�DQG�VL]H��DQG�LWV�߃8�FLWL]HQ)߂��߃FRQVXPHU�DVVRFLDWLRQ߂

�WUDQVSDUHQF\�UHJLVWHU�QXPEHU��DUH�DOZD\V�SXEOLVKHG��<RXU�H�PDLO�DGGUHVV�ZLOO�QHYHU�EH�SXEOLVKHG�
2SW�LQ�WR�VHOHFW�WKH�SULYDF\�RSWLRQ�WKDW�EHVW�VXLWV�\RX��3ULYDF\�RSWLRQV�GHIDXOW�EDVHG�RQ�WKH�W\SH�RI�
UHVSRQGHQW�VHOHFWHG

&RQWULEXWLRQ�SXEOLFDWLRQ�SULYDF\�VHWWLQJV
7KH�&RPPLVVLRQ�ZLOO�SXEOLVK�WKH�UHVSRQVHV�WR�WKLV�SXEOLF�FRQVXOWDWLRQ��<RX�FDQ�FKRRVH�ZKHWKHU�\RX�ZRXOG�OLNH�
\RXU�GHWDLOV�WR�EH�PDGH�SXEOLF�RU�WR�UHPDLQ�DQRQ\PRXV�
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$QRQ\PRXV
2QO\�RUJDQLVDWLRQ�GHWDLOV�DUH�SXEOLVKHG��7KH�W\SH�RI�UHVSRQGHQW�WKDW�\RX�
UHVSRQGHG�WR�WKLV�FRQVXOWDWLRQ�DV��WKH�QDPH�RI�WKH�RUJDQLVDWLRQ�RQ�ZKRVH�
EHKDOI�\RX�UHSO\�DV�ZHOO�DV�LWV�WUDQVSDUHQF\�QXPEHU��LWV�VL]H��LWV�FRXQWU\�RI�
RULJLQ�DQG�\RXU�FRQWULEXWLRQ�ZLOO�EH�SXEOLVKHG�DV�UHFHLYHG��<RXU�QDPH�ZLOO�QRW�
EH�SXEOLVKHG��3OHDVH�GR�QRW�LQFOXGH�DQ\�SHUVRQDO�GDWD�LQ�WKH�FRQWULEXWLRQ�LWVHOI�
LI�\RX�ZDQW�WR�UHPDLQ�DQRQ\PRXV�
3XEOLF�
2UJDQLVDWLRQ�GHWDLOV�DQG�UHVSRQGHQW�GHWDLOV�DUH�SXEOLVKHG��7KH�W\SH�RI�
UHVSRQGHQW�WKDW�\RX�UHVSRQGHG�WR�WKLV�FRQVXOWDWLRQ�DV��WKH�QDPH�RI�WKH�
RUJDQLVDWLRQ�RQ�ZKRVH�EHKDOI�\RX�UHSO\�DV�ZHOO�DV�LWV�WUDQVSDUHQF\�QXPEHU��LWV�
VL]H��LWV�FRXQWU\�RI�RULJLQ�DQG�\RXU�FRQWULEXWLRQ�ZLOO�EH�SXEOLVKHG��<RXU�QDPH�
ZLOO�DOVR�EH�SXEOLVKHG�

,�DJUHH�ZLWK�WKH�SHUVRQDO�GDWD�SURWHFWLRQ�SURYLVLRQV

,��%XVLQHVV�WR�JRYHUQPHQW�GDWD�VKDULQJ�IRU�WKH�SXEOLF�LQWHUHVW

$FFHVV�WR�SULYDWH�VHFWRU�GDWD�FDQ�SURYLGH�SXEOLF�DXWKRULWLHV�LQ�WKH�(8�ZLWK�YDOXDEOH�LQVLJKWV��IRU�H[DPSOH�WR�
LPSURYH�SXEOLF�WUDQVSRUW��PDNH�FLWLHV�JUHHQHU��WDFNOH�HSLGHPLFV�DQG�GHYHORS�PRUH�HYLGHQFH�EDVHG�SROLFLHV��
7R�IDFLOLWDWH�VXFK�GDWD�VKDULQJ��WKH�(XURSHDQ�VWUDWHJ\�IRU�GDWD�DQQRXQFHG�WKDW�RQH�RI�WKH�REMHFWLYHV�RI�WKH�
'DWD�$FW�ZRXOG�EH�WR�FUHDWH�D�IUDPHZRUN�WR�EULQJ�FHUWDLQW\�WR�EXVLQHVV�WR�JRYHUQPHQW��%�*��GDWD�VKDULQJ�
IRU�WKH�SXEOLF�LQWHUHVW�DQG�KHOS�RYHUFRPH�WKH�UHODWHG�EDUULHUV�

,Q�WKLV�FRQWH[W��௱SXEOLF�LQWHUHVW௲�LV�XQGHUVWRRG�DV�JHQHUDO�EHQHILWV�WR�VRFLHW\�DV�D�ZKROH�௬�OLNH�HIIHFWLYH�
UHVSRQVHV�WR�GLVDVWHUV�RU�FULVHV�DQG�LPSURYHPHQWV�WR�SXEOLF�VHUYLFHV�௬�DV�UHFRJQLVHG�LQ�ODZ��DW�(8�RU�
0HPEHU�6WDWH�OHYHO��6RPH�NH\�H[DPSOHV�DUH�SURYLGHG�LQ�WKH�TXHVWLRQ��,Q�ZKLFK�RI�WKH�IROORZLQJ�DUHDV�GR�
\RX�WKLQN�WKDW��IRU�VSHFLILF�XVH�FDVHV�ZLWK�D�FOHDU�SXEOLF�LQWHUHVW��%�*�GDWD�VKDULQJ�VKRXOG�EH�FRPSXOVRU\��

�ZLWK�DSSURSULDWH�VDIHJXDUGV"

7KLV�IUDPHZRUN�FRXOG�VHW�WKH�REMHFWLYHV��JHQHUDO�REOLJDWLRQV�DQG�VDIHJXDUGV�WKDW�VKRXOG�EH�SXW�LQ�SODFH�IRU�
%�*�GDWD�VKDULQJ�

$Q ��ZKRVH� �ZDV�SXEOLVKHG�LQ�)HEUXDU\�������LVVXHG�D�QXPEHU�RI��([SHUW�*URXS�RQ�%�*�GDWD�VKDULQJ UHSRUW
UHFRPPHQGDWLRQV�LQ�RUGHU�WR�HQVXUH�VFDODEOH��UHVSRQVLEOH�DQG�VXVWDLQDEOH�%�*�GDWD�VKDULQJ�IRU�WKH�SXEOLF�
LQWHUHVW��,Q�DGGLWLRQ�WR�WKH�UHFRPPHQGDWLRQ�WR�WKH�&RPPLVVLRQ�WR�H[SORUH�D�OHJDO�IUDPHZRUN�LQ�WKLV�DUHD��LW�
SUHVHQWHG�VHYHUDO�ZD\V�WR�HQFRXUDJH�SULYDWH�FRPSDQLHV�WR�VKDUH�WKHLU�GDWD��7KHVH�LQFOXGH�ERWK�PRQHWDU\�
DQG�QRQ�PRQHWDU\�LQFHQWLYHV��IRU�H[DPSOH�WD[�LQFHQWLYHV��LQYHVWPHQW�RI�SXEOLF�IXQGV�WR�VXSSRUW�WKH�
GHYHORSPHQW�RI�WUXVWHG�WHFKQLFDO�WRROV�DQG�UHFRJQLWLRQ�VFKHPHV�IRU�GDWD�VKDULQJ�
b
,Q�WKLV�VHFWLRQ��ZH�ZRXOG�OLNH�WR�KHDU�\RXU�YLHZV�RQ�KRZ�WKH�&RPPLVVLRQ�VKRXOG�IRVWHU�%�*�GDWD�VKDULQJ�IRU�
SXEOLF�LQWHUHVW�SXUSRVHV�

https://ec.europa.eu/info/law/better-regulation/specific-privacy-statement
https://ec.europa.eu/digital-single-market/en/news/meetings-expert-group-business-government-data-sharing
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=64954
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+DYH�\RX�RU�KDV�\RXU�RUJDQLVDWLRQ�H[SHULHQFHG�GLIILFXOWLHV�HQFRXQWHUHG�LVVXHV�
ZKHQ�UHTXHVWLQJ�RU�UHVSRQGLQJ�WR�UHTXHVWV�IRU�DFFHVV�WR�GDWD��LQ�WKH�FRQWH[W�RI�
%�*�GDWD�VKDULQJ�IRU�WKH�SXEOLF�LQWHUHVW"

<HV
1R
,�GRQ
W�NQRZ���QR�RSLQLRQ

6KRXOG�WKH�(8�WDNH�DGGLWLRQDO�DFWLRQ�VR�WKDW�SXEOLF�VHFWRU�ERGLHV�FDQ�DFFHVV�DQG�
UH�XVH�SULYDWH�VHFWRU�GDWD��ZKHQ�WKLV�GDWD�LV�QHHGHG�IRU�WKHP�WR�FDUU\�RXW�WKHLU�
WDVNV�LQ�WKH�SXEOLF�LQWHUHVW�SXUSRVH"

(8�OHYHO�DFWLRQ�LV�QHHGHG
$FWLRQ�DW�0HPEHU�6WDWH�OHYHO�RQO\�LV�QHHGHG
1R�DFWLRQ�LV�QHHGHG
,�GRQ௲W�NQRZ���QR�RSLQLRQ

7R�ZKDW�H[WHQW�GR�\RX�EHOLHYH�WKDW�WKH�IROORZLQJ�IDFWRUV�LPSHGH�%�*�GDWD�VKDULQJ�
IRU�WKH�SXEOLF�LQWHUHVW�LQ�WKH�(8"

6WURQJO\�
DJUHH

6RPHZKDW�
DJUHH

1HXWUDO 6RPHZKDW�
GLVDJUHH

6WURQJO\�
GLVDJUHH

,�GRQ௲W�
NQRZ�
�QR�

RSLQLRQ

/HJDO�XQFHUWDLQW\�GXH�WR�
GLIIHUHQW�UXOHV�DFURVV�
0HPEHU�6WDWHV

/HJDO�EDUULHUV�WR�WKH�XVH�
RI�EXVLQHVV�GDWD�IRU�WKH�
SXEOLF�LQWHUHVW��H�J��RQ�
ZKDW�GDWD�FDQ�EH�VKDUHG��
LQ�ZKDW�IRUP��FRQGLWLRQV�
IRU�UH�XVH���LQFOXGLQJ�
FRPSHWLWLRQ�UXOHV

&RPPHUFLDO�GLVLQFHQWLYHV�
RU�ODFN�RI�LQFHQWLYHV��
LQWHUHVW��ZLOOLQJQHVV

/DFN�RI�VNLOOHG�
SURIHVVLRQDOV��SXEOLF�DQG��
RU�SULYDWH�VHFWRU�
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/DFN�RI�ERGLHV�WR�KHOS�
EULQJ�WRJHWKHU�VXSSO\�DQG�
GHPDQG�IRU�GDWD��DQG�WR�
SURPRWH��VXSSRUW�DQG�
RYHUVHH�%�*�GDWD�
VKDULQJ��H�J��SURYLGH�EHVW�
SUDFWLFH��OHJDO�DGYLFH�

/DFN�RI�VDIHJXDUGV�
HQVXULQJ�WKDW�WKH�GDWD�ZLOO�
EH�XVHG�RQO\�IRU�WKH�
SXEOLF�LQWHUHVW�SXUSRVH�
IRU�ZKLFK�LW�ZDV�UHTXHVWHG

/DFN�RI�DSSURSULDWH�
LQIUDVWUXFWXUHV�DQG�FRVW�
RI�SURYLGLQJ�RU�
SURFHVVLQJ�VXFK�GDWD��H�
J��LQWHURSHUDELOLW\�LVVXHV�

/DFN�RI�DZDUHQHVV�
�EHQHILWV��GDWDVHWV�
DYDLODEOH�

,QVXIILFLHQW�TXDOLW\�RI�
SXEOLF�DXWKRULWLHV௲�SULYDF\�
DQG�GDWD�SURWHFWLRQ�WRROV

2WKHU

,Q�ZKLFK�RI�WKH�IROORZLQJ�DUHDV�GR�\RX�WKLQN�WKDW��IRU�VSHFLILF�XVH�FDVHV�ZLWK�D�FOHDU�
SXEOLF�LQWHUHVW��%�*�GDWD�VKDULQJ�VKRXOG�EH�FRPSXOVRU\��ZLWK�DSSURSULDWH�
VDIHJXDUGV"

<HV��LW�
VKRXOG�EH�
FRPSXOVRU\

1R��LW�
VKRXOG�QRW�

EH�
FRPSXOVRU\

,�GRQ௲W�
NQRZ�
�QR�

RSLQLRQ

'DWD��H�J��PRELOLW\�GDWD�IURP�7HOHFRP�RSHUDWRUV��ORVV�GDWD�IURP�
LQVXUDQFH�FRPSDQLHV��IRU�HPHUJHQFLHV�DQG�FULVLV�PDQDJHPHQW��
SUHYHQWLRQ�DQG�UHVLOLHQFH

'DWD��H�J��SULFH�GDWD�IURP�VXSHUPDUNHWV��IRU�RIILFLDO�VWDWLVWLFV

'DWD��H�J��HPLVVLRQV�GDWD�IURP�PDQXIDFWXULQJ�SODQWV��IRU�
SURWHFWLQJ�WKH�HQYLURQPHQW

'DWD��H�J��IXHO�FRQVXPSWLRQ�GDWD�IURP�WUDQVSRUW�RSHUDWRUV��IRU�D�
KHDOWKLHU�VRFLHW\

'DWD�IRU�EHWWHU�SXEOLF�HGXFDWLRQ�VHUYLFHV
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'DWD��H�J��HPSOR\PHQW�GDWD�IURP�FRPSDQLHV��IRU�D�VRFLDOO\�
LQFOXVLYH�VRFLHW\

'DWD�IRU�HYLGHQFH�EDVHG�SXEOLF�VHUYLFH�GHOLYHU\�DQG�SROLF\�
PDNLQJ

2WKHU

:KHQ�VKDULQJ�GDWD�ZLWK�SXEOLF�ERGLHV��EXVLQHVVHV�VKRXOG�SURYLGH�LW�
)RU�IUHH
$W�D�SUHIHUHQWLDO�UDWH��EHORZ�PDUNHW�SULFH��PDUJLQDO�FRVW�RU�RWKHU�
$W�PDUNHW�SULFH
'HSHQGLQJ�RQ�WKH�SXUSRVH�LW�PD\�EH�SURYLGHG�DW�PDUNHW�SULFH��SUHIHUHQWLDO�UDWH�
RU�IRU�IUHH
,�GRQ௲W�NQRZ��QR�RSLQLRQ

:KDW�VDIHJXDUGV�IRU�%�*�GDWD�VKDULQJ�ZRXOG�EH�DSSURSULDWH"
'DWD�VHFXULW\�PHDVXUHV�LQFOXGLQJ�SURWHFWLRQ�RI�FRPPHUFLDOO\�VHQVLWLYH�
LQIRUPDWLRQ
6SHFLILF�UXOHV�RQ�SURSRUWLRQDOLW\�DQG�UHDVRQDEOHQHVV�RI�WKH�UHTXHVW
7UDQVSDUHQW�UHSRUWLQJ�RQ�KRZ�WKH�SXEOLF�DXWKRULW\�KDV�XVHG�WKH�GDWD
/LPLWDWLRQV�UHJDUGLQJ�KRZ�ORQJ�SXEOLF�ERGLHV�PD\�XVH�RU�VWRUH�VSHFLILF�
GDWDVHWV�EHIRUH�KDYLQJ�WR�GHVWUR\�WKHP
2WKHU

:KLFK�RI�WKH�IROORZLQJ�W\SHV�RI�ILQDQFLDO�FRPSHQVDWLRQ�ZRXOG�LQFHQWLYLVH�\RX�WR�
HQJDJH�LQ�D�%�*�GDWD�VKDULQJ�FROODERUDWLRQ�IRU�WKH�SXEOLF�LQWHUHVW��VHOHFW�DOO�WKDW�
DSSO\��

0DUJLQDO�FRVWV�IRU�GLVVHPLQDWLRQ
0DUJLQDO�FRVWV�IRU�GLVVHPLQDWLRQ���IDLU�UHWXUQ�RQ�LQYHVWPHQW��52,�
0DUNHW�SULFH

:KLFK�RI�WKH�IROORZLQJ�W\SHV�RI�QRQ�PRQHWDU\�FRPSHQVDWLRQ�ZRXOG�LQFHQWLYLVH�\RX�
WR�HQJDJH�LQ�D�%�*�GDWD�VKDULQJ�FROODERUDWLRQ�IRU�WKH�SXEOLF�LQWHUHVW��VHOHFW�DOO�WKDW�
DSSO\��

7D[�LQFHQWLYHV
,QFUHDVHG�NQRZ�KRZ�DQG�LQQRYDWLRQ�WKURXJK�FR�FUHDWLRQ�ZLWK�SXEOLF�ERGLHV
5HSXWDWLRQ��SXEOLF�UHFRJQLWLRQ�SURJUDPPHV��H�J��FRUSRUDWH�VRFLDO�
UHVSRQVLELOLW\�
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,QYHVWPHQW�RI�SXEOLF�IXQGV�WR�VXSSRUW�WKH�GHYHORSPHQW�RI�WUXVWHG�WHFKQLFDO�
WRROV�IRU�%�*�GDWD�VKDULQJ
,�GRQ௲W�NQRZ���QR�RSLQLRQ
2WKHU

,,��%XVLQHVV�WR�EXVLQHVV�GDWD�VKDULQJ

,Q�WKLV�VHFWLRQ��ZH�ZRXOG�OLNH�WR�KHDU�\RXU�YLHZV�RQ�IDLU�FRQWUDFWXDO�WHUPV�DQG�FRQGLWLRQV�DV�DQ�LPSRUWDQW�
WRRO�WKDW�FDQ�VWLPXODWH�FRPSDQLHV�WR�H[FKDQJH�WKHLU�GDWD�ZKLOH�VDIHJXDUGLQJ�WKH�IUHHGRP�RI�FRQWUDFWV�DQG�
LQ�IXOO�FRPSOLDQFH�ZLWK�DSSOLFDEOH�OHJLVODWLRQ��VXFK�DV�WKH�*'35�RU�FRPSHWLWLRQ�ODZ���7KH�'DWD�6WUDWHJ\�
LQWHQGV�WR�SURPRWH�EXVLQHVV�WR�EXVLQHVV��%�%��GDWD�VKDULQJ�ZKLFK�ZLOO�EHQHILW�LQ�SDUWLFXODU�VWDUW�XSV�DQG�
60(V��SXWWLQJ�HPSKDVLV�RQ�IDFLOLWDWLQJ�%�%�YROXQWDU\�GDWD�VKDULQJ�EDVHG�RQ�FRQWUDFWV��:H�DUH�VHHNLQJ�
RSWLRQV�IRU�SURPRWLQJ�IDLUQHVV�LQ�FRQWUDFWV�JRYHUQLQJ�DFFHVV�WR�DQG�XVH�RI�GDWD��

0RGHO�FRQWUDFW�WHUPV�ZRXOG�SURYLGH�EXVLQHVVHV�ZLOOLQJ�WR�VKDUH�GDWD��EXW�ODFNLQJ�WKH�H[SHULHQFH��LQ�
SDUWLFXODU�60(V�DQG�VWDUW�XSV��ZLWK�SUDFWLFDO�JXLGDQFH�RQ�KRZ�WR�VHW�XS�WKH�FRQWUDFW�EDVHG�RQ�IDLU�WHUPV��
7KH�XVH�RI�VXFK�PRGHO�FRQWUDFW�WHUPV�ZRXOG�EH�YROXQWDU\�IRU�WKH�SDUWLHV�

$�OHJLVODWLYH�IDLUQHVV�WHVW�IRU�DOO�%�%�GDWD�VKDULQJ�FRQWUDFWV�ZRXOG�FUHDWH�JHQHUDO�ERXQGDULHV�ZLWK�WKH�
SXUSRVH�WR�SUHYHQW�WKH�DSSOLFDWLRQ�RI�DEXVLYH�FRQWUDFW�FODXVHV�LPSRVHG�E\�WKH�SDUW\�ZLWK�WKH�VWURQJHU�
EDUJDLQLQJ�SRZHU�RQ�WKH�ZHDNHU�SDUW\��7KH�IDLUQHVV�WHVW�ZRXOG�RQO\�DGGUHVV�H[FHVVLYH�FODXVHV�ZKLOH�DOO�
RWKHU�WHUPV�ZRXOG�EH�OHIW�WR�WKH�SDUWLHV௲�FRQWUDFWXDO�IUHHGRP��$�FRQWUDFWLQJ�SDUW\�ZRXOG�QRW�EH�ERXQG�E\�DQ�
XQIDLU�FRQWUDFW�WHUP��3UHFHGHQWV�IRU�D�%�%�IDLUQHVV�WHVW�LQ�(8�ODZ�FDQ�EH�IRXQG�LQ�'LUHFWLYHV��������(8�
�/DWH�3D\PHQWV��DQG�'LUHFWLYH��(8������������8QIDLU�WUDGLQJ�SUDFWLFHV�LQ�WKH�IRRG�VXSSO\�FKDLQ��

,I�VHFWRUDO�UXOHV�ZHUH�WR�HVWDEOLVK�D�GDWD�DFFHVV�ULJKW��KRUL]RQWDO�DFFHVV�PRGDOLWLHV�ZRXOG�UHJXODWH�LQ�D�
KDUPRQL]HG�ZD\�KRZ�GDWD�DFFHVV�ULJKWV�VKRXOG�EH�H[HUFLVHG�ZKLOH�WKH�SRVVLEOH�FUHDWLRQ�RI�VHFWRUDO�GDWD�
DFFHVV�ULJKWV�ZRXOG�EH�OHIW�WR�IXWXUH�VHFWRUDO�OHJLVODWLRQ��ZKHUH�MXVWLILHG��7KH�FRQWUDFW�ZKLFK�WKH�SDUWLHV�
ZRXOG�DJUHH�IRU�VXFK�GDWD�DFFHVV�FRXOG�EH�EDVHG�RQ�YDULDWLRQV�RI�IDLU��UHDVRQDEOH��SURSRUWLRQDWH��
WUDQVSDUHQW�DQG�QRQ�GLVFULPLQDWRU\�WHUPV�WDNLQJ�LQWR�DFFRXQW�SRVVLEOH�VSHFLILFLWLHV�RI�WKH�UHOHYDQW�VHFWRUDO�
OHJLVODWLRQ��:KHQHYHU�SHUVRQDO�GDWD�DUH�FRQFHUQHG��SURFHVVLQJ�RI�VXFK�GDWD�VKDOO�FRPSO\�ZLWK�WKH�*'35��
7KH�GDWD�FRQFHUQHG�ZRXOG�QRW�LQFOXGH�FRPPHUFLDOO\�VHQVLWLYH�GDWD�WKDW�FRXOG�IDFLOLWDWH�FROOXVLYH�RXWFRPHV�
RQ�WKH�PDUNHW��QRU�GDWD�WKDW�LV�YHU\�VWUDWHJLF�IRU�FRPSHWLWLRQ��LQFOXGLQJ�WUDGH�VHFUHWV��QRU�OHJDOO\�SURWHFWHG�
GDWD��IRU�LQVWDQFH�WKRVH�FRYHUHG�E\�LQWHOOHFWXDO�SURSHUW\�ULJKWV�

'RHV�\RXU�FRPSDQ\�VKDUH�GDWD�ZLWK�RWKHU�FRPSDQLHV"��7KLV�LQFOXGHV�SURYLGLQJ�
GDWD�WR�RWKHU�FRPSDQLHV�DQG�DFFHVVLQJ�GDWD�IURP�RWKHU�FRPSDQLHV�

<HV
1R
,�GRQ
W�NQRZ���QR�RSLQLRQ

$UH�\RX�
'DWD�KROGHU
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'DWD�XVHU
%RWK�GDWD�KROGHU�DQG�XVHU
2WKHU

,Q�WKH�ODVW�ILYH�\HDUV��KRZ�RIWHQ�KDV�\RXU�FRPSDQ\�VKDUHG�GDWD�ZLWK�RWKHU�
FRPSDQLHV"

0DQ\�WLPHV
2QO\�D�IHZ�WLPHV
'RQ௲W�NQRZ

3OHDVH�GHVFULEH�WKH�W\SH�RI�GDWD�VKDUHG��DQG�WKH�W\SH�RI�EXVLQHVVHV�ZLWK�ZKRP�LW�LV�
VKDUHG
����FKDUDFWHU�V��PD[LPXP

360�UHFHLYH�GDWD�IURP�WKHLU�VHUYLFH�SURYLGHUV��H�J��DXGLHQFH�PHDVXUHPHQW���WKHLU�VXEVFULEHUV��H�J��
VXEVFULSWLRQ�WR�QHZVOHWWHUV��DQG�SURYLGH�GDWD��SURFHVVRUV��DGYHUWLVLQJ�SDUWQHUV��HWF��

2Q�ZKDW�EDVLV�GRHV�\RXU�FRPSDQ\�VKDUH�GDWD�ZLWK�RWKHU�FRPSDQLHV"
9ROXQWDU\
0DQGDWRU\
%RWK�YROXQWDU\�DQG�PDQGDWRU\
,�GRQ௲W�NQRZ���1R�RSLQLRQ

:K\�GRHV�\RXU�FRPSDQ\�VKDUH�GDWD�ZLWK�RWKHU�FRPSDQLHV"
2SWLPLVDWLRQ�RI�WKH�VXSSO\�FKDLQ
3UHGLFWLYH�PDLQWHQDQFH
3UHFLVLRQ�IDUPLQJ
0RYLQJ�WR�FLUFXODU�SURGXFWLRQ
7UDLQLQJ�DOJRULWKPV�IRU�$,
'HVLJQ�RI�LQQRYDWLYH�VROXWLRQV�SURGXFWV
2WKHU

3OHDVH�VSHFLI\
����FKDUDFWHU�V��PD[LPXP

7KH�GDWD�LV�XVHG�E\�VRPH�SXEOLF�VHUYLFH�PHGLDV��360��WR�NQRZ�WKHLU�DXGLHQFHV��WR�RIIHU�WKHP�SHUVRQDOL]HG�
VHUYLFHV��FRQWHQW�DQG���RU�DGYHUWLVLQJ��
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:KLFK�VHUYLFHV�SURGXFWV�EDVHG�RQ�GDWD�VKDULQJ�H[LVW�DUH�XQGHU�GHYHORSPHQW�LQ�
\RXU�VHFWRU�DQG�ZKDW�W\SH�RI�GDWD�DUH�QHHGHG�IRU�WKHVH�SXUSRVHV"
����FKDUDFWHU�V��PD[LPXP

7KH�NQRZOHGJH�RI�DXGLHQFHV�DQG�WKH�SHUVRQDOLVDWLRQ�RI�RQOLQH�VHUYLFHV�PD\�EH�EDVHG�RQ�GHFODUDWLYH��VRFLR�
GHPRJUDSKLF��DQG���RU�QDYLJDWLRQ�GDWD�

:KDW�EHQHILWV�IURP�GDWD�VKDULQJ�GR�\RX�H[SHFW�WR�EH�UHDSHG�LQ�\RXU�VHFWRU"
����FKDUDFWHU�V��PD[LPXP

7KHVH�WZR�SXUSRVHV��NQRZOHGJH�RI�WKH�SXEOLF��SHUVRQDOLVDWLRQ�RI�VHUYLFHV��DUH�HVVHQWLDO�WR�FHUWDLQ�360�IRU�
WKH�IXOILOOPHQW�RI�WKHLU�SXEOLF�VHUYLFH�UHPLW��WR�HQKDQFH�DQG�LPSURYH�WKH�RIIHU�RI�VHUYLFHV�LQ�DQ�HQYLURQPHQW�
ZKLFK�LQFUHDVLQJO\�UHOLHV�RQ�SHUVRQDOLVDWLRQ�

+DV�\RXU�FRPSDQ\�H[SHULHQFHG�GLIILFXOWLHV�HQFRXQWHUHG�LVVXHV�ZKHQ�UHTXHVWLQJ�
DFFHVV�WR�RWKHU�FRPSDQLHV
�GDWD"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

+RZ�RIWHQ�GLG�VXFK�GLIILFXOWLHV�RFFXU�LQ�WKH�ODVW���\HDUV"
9HU\�RIWHQ
2IWHQ
6RPHWLPHV
5DUHO\
,�GRQ௲W�NQRZ���QR�RSLQLRQ

:KDW�ZDV�WKH�QDWXUH�RI�VXFK�GLIILFXOWLHV�LVVXHV"
7KH�GDWD�KROGHU�UHIXVHG�WR�JLYH�GDWD�RQ�WKH�EDVLV�RI�FRPSHWLWLRQ�ODZ�FRQFHUQV
7KH�GDWD�KROGHU�UHIXVHG�WR�JLYH�DFFHVV�WR�GDWD�IRU�UHDVRQV�RWKHU�WKDQ�
FRPSHWLWLRQ�ODZ�FRQFHUQV
7KH�GDWD�KROGHU�LV�SUHYHQWHG�E\�ODZ�WR�JLYH�DFFHVV�WR�GDWD
7KHUH�LV�QR�OHJDO�EDVLV�IRU�WKH�GDWD�KROGHU�WR�JLYH�DFFHVV�WR�GDWD
7KH�GDWD�KROGHU�JDYH�DFFHVV�WR�GDWD�DW�XQUHDVRQDEOH�FRQGLWLRQV��H�J��
XQLODWHUDO�FKDQJH�RI�FRQWUDFWXDO�WHUPV��GLVSURSRUWLRQDWH�UHVWULFWLRQ�RI�XVH�RI�
GDWD��OLPLWDWLRQV�LQ�WKH�WHUPLQDWLRQ�RI�FRQWUDFW
7KH�GDWD�KROGHU�JDYH�DFFHVV�WR�GDWD�DW�DQ�XQUHDVRQDEOH�SULFH
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7HFKQLFDO�UHDVRQV�OLNH�WKH�GDWD�ZDV�QRW�LQ�XVDEOH�IRUPDW�RU�TXDOLW\�RU�ODFNV�
VKDUHG�YRFDEXODULHV�RU�PHWDGDWD�RU�WKH�GDWD�KROGHU�GRHVQ௲W�VXSSRUW�VWDQGDUGV�
IRU�HQIRUFH�GDWD�XVDJH�FRQWUROV��FRQQHFWRU�
2WKHU
,�GRQ௲W�NQRZ���QR�RSLQLRQ

3OHDVH�LQGLFDWH�WKH�W\SH�RI�GLIILFXOWLHV���LVVXHV
����FKDUDFWHU�V��PD[LPXP

6RPH�PHGLD�VHUYLFH�GLVWULEXWRUV��,379��277��H�J���UHIXVH�WR�SURYLGH�HYHQ�DQRQ\PRXV�DXGLHQFH�GDWD��WKXV�
GLVWRUWLQJ�PHGLD�DXGLHQFH�UHVXOWV��

'R�\RX�DJUHH�WKDW�WKH�DSSOLFDWLRQ�RI�D�௱IDLUQHVV�WHVW௲��WR�SUHYHQW�XQLODWHUDO�LPSRVLWLRQ�
E\�RQH�SDUW\�RI�XQIDLU�FRQWUDFWXDO�WHUPV�RQ�DQRWKHU��FRXOG�FRQWULEXWH�WR�LQFUHDVLQJ�
GDWD�VKDULQJ�EHWZHHQ�EXVLQHVVHV��LQFOXGLQJ�IRU�H[DPSOH�FR�JHQHUDWHG�QRQ�
SHUVRQDO�,R7�GDWD�LQ�SURIHVVLRQDO�XVH�"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

'R�\RX�DJUHH�WKDW�PRGHO�FRQWUDFW�WHUPV�IRU�YROXQWDU\�XVH�LQ�%�%�GDWD�VKDULQJ�
FRQWUDFWV�FRXOG�FRQWULEXWH�WR�LQFUHDVLQJ�GDWD�VKDULQJ�EHWZHHQ�EXVLQHVVHV�
�LQFOXGLQJ�IRU�H[DPSOH�FR�JHQHUDWHG�QRQ�SHUVRQDO�,R7�GDWD�LQ�SURIHVVLRQDO�XVH�"

<HV
1R
,�GRQ௲W�NQRZ��QR�RSLQLRQ

'R�\RX�DJUHH�WKDW�KRUL]RQWDO�DFFHVV�PRGDOLWLHV�EDVHG�RQ�YDULDWLRQV�RI�IDLU��
UHDVRQDEOH�DQG�QRQ�GLVFULPLQDWRU\�FRQGLWLRQV�DSSOLFDEOH�WR�GDWD�DFFHVV�ULJKWV��
HVWDEOLVKHG�LQ�VSHFLILF�VHFWRUV��FRXOG�FRQWULEXWH�WR�LQFUHDVLQJ�GDWD�VKDULQJ�EHWZHHQ�
EXVLQHVVHV��LQFOXGLQJ�IRU�H[DPSOH�FR�JHQHUDWHG�QRQ�SHUVRQDO�,R7�GDWD�LQ�
SURIHVVLRQDO�XVH�"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ
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:KDW��LQ�\RX�YLHZ��FRXOG�EH�WKH�EHQHILWV�RU�ULVNV�RI�WKH�RSWLRQV�PHQWLRQHG�LQ�WKH�
WKUHH�SUHYLRXV�TXHVWLRQV��IRU�H[DPSOH�LQ�UHODWLRQ�WR�LQFHQWLYHV�IRU�GDWD�FROOHFWLRQ��
FRPSHWLWLYHQHVV�DQG�DGPLQLVWUDWLYH�EXUGHQ
����FKDUDFWHU�V��PD[LPXP

5HJDUGLQJ�GDWD�DFFHVV�DW�IDLU��UHDVRQDEOH��SURSRUWLRQDWH��WUDQVSDUHQW�DQG�QRQ�
GLVFULPLQDWRU\�FRQGLWLRQV��ZKLFK�RI�WKH�IROORZLQJ�HOHPHQWV�GR�\RX�FRQVLGHU�PRVW�
UHOHYDQW�WR�LQFUHDVH�GDWD�VKDULQJ"
DW�PRVW���FKRLFH�V�

7KH�SDUW\�VKDULQJ�GDWD�REWDLQV�D�UHDVRQDEOH�\LHOG�RQ�LQYHVWPHQW�DQG�WKH�SDUW\�
UHTXHVWLQJ�DFFHVV�WR�GDWD�SD\V�D�UHDVRQDEOH�IHH
'LVWLQFWLRQV�FDQ�EH�PDGH�GHSHQGLQJ�RQ�WKH�W\SH�RI�GDWD�RU�WKH�SXUSRVH�RI�LWV�
XVH
$YDLODELOLW\�RI�VWDQGDUGV�IRU�LQWHURSHUDELOLW\�WKDW�ZRXOG�DOORZ�GDWD�VKDULQJ�DQG�
H[SORLWDWLRQ�DW�D�ORZ�PDUJLQDO�FRVW��LQ�WHUPV�RI�WLPH�DQG�PRQH\�
6WUXFWXUHV�HQDEOLQJ�WKH�XVH�RI�GDWD�IRU�FRPSXWDWLRQ�ZLWKRXW�DFWXDOO\�GLVFORVLQJ�
WKH�GDWD
$YDLODELOLW\�RI�DQ�LPSDUWLDO�GLVSXWH�VHWWOHPHQW�PHFKDQLVP
1RQH�RI�WKH�DERYH
2WKHU
,�GRQ௲W�NQRZ���QR�RSLQLRQ

,,,��7RROV�IRU�GDWD�VKDULQJ��VPDUW�FRQWUDFWV

7KLV�VHFWLRQ�VHHNV�WR�JHW�\RXU�YLHZV�RQ�VPDUW�FRQWUDFWV��6PDUW�FRQWUDFWV�DUH�FRPSXWHU�SURJUDPV��ZKLFK�
DXWRPDWLFDOO\�H[HFXWH�GDWD�DQG�RU�YDOXH�WUDQVIHUV�DFFRUGLQJ�WR�FHUWDLQ�SUHGHWHUPLQHG�SDUDPHWHUV��6PDUW�
FRQWUDFWV�KDYH�LPSRUWDQW�SRWHQWLDO�LQ�PDQXIDFWXULQJ������VPDUW�PRELOLW\��DQG�VPDUW�HQHUJ\��6PDUW�FRQWUDFWV�
FDQ�SOD\�DQ�LPSRUWDQW�UROH�KHUH�E\�DXWRPDWLQJ�GDWD�WUDQVIHUV�DQG�GDWD�SRROLQJ��E\�WULJJHULQJ�SD\PHQWV�IRU�
GDWD�WUDQVIHUV�DQG�IRU�JXDUDQWHHLQJ�WKH�LPSOHPHQWDWLRQ�RI�FRQGLWLRQV�OLQNHG�WR�D�GDWD�WUDQVIHU��7KH�IROORZLQJ�
TXHVWLRQV�DLP�WR�����VROLFLW�\RXU�H[SHULHQFHV�ZLWK�VPDUW�FRQWUDFWV�DQG�UHOHYDQW�XVHV�FDVHV��DQG�����JHW�\RXU�
YLHZV�RQ�WKH�QHHG�RI�KDUPRQL]HG�VWDQGDUGV�IRU�VPDUW�FRQWUDFWV�LQ�RUGHU�WR�HQVXUH�LQWHURSHUDELOLW\�DQG�ZKDW�
WKH�HVVHQWLDO�HOHPHQWV�RI�VXFK�VWDQGDUGV�VKRXOG�EH�

$UH�\RX�XVLQJ�VPDUW�FRQWUDFWV�RU�KDYH�\RX�EHHQ�LQYROYHG�LQ�SURRIV�RI�FRQFHSW�RU�
SLORWV�IRU�'LVWULEXWHG�/HGJHU�7HFKQRORJLHV�WKDW�PDNH�XVH�RI�VPDUW�FRQWUDFWV"

<HV
1R
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'R�\RX�FRQVLGHU�WKDW�VPDUW�FRQWUDFWV�FRXOG�EH�DQ�HIIHFWLYH�WRRO�WR�WHFKQLFDOO\�
LPSOHPHQW�WKH�GDWD�DFFHVV�DQG�XVH�LQ�WKH�FRQWH[W�RI�FR�JHQHUDWHG�,R7�GDWD��LQ�
SDUWLFXODU�ZKHUH�WKH�WUDQVIHU�LV�QRW�RQO\�RQH�RII�EXW�ZRXOG�LQYROYH�VRPH�IRUP�RI�
FRQWLQXRXV�GDWD�VKDULQJ"

<HV
1R

3OHDVH�H[SODLQ�\RXU�DQVZHU
����FKDUDFWHU�V��PD[LPXP

'R�\RX�FRQVLGHU�WKDW�ZKHQ�LQGLYLGXDOV�UHTXHVW�GDWD�SRUWDELOLW\�IURP�EXVLQHVVHV��
VPDUW�FRQWUDFWV�FRXOG�EH�DQ�HIIHFWLYH�WRRO�WR�WHFKQLFDOO\�LPSOHPHQW�GDWD�WUDQVIHUV��LQ�
SDUWLFXODU�ZKHUH�WKH�WUDQVPLVVLRQ�LV�QRW�RQO\�RQH�RII�EXW�ZRXOG�LQYROYH�VRPH�IRUP�RI�
FRQWLQXRXV�GDWD�VKDULQJ"

<HV
1R

3OHDVH�H[SODLQ�\RXU�DQVZHU
����FKDUDFWHU�V��PD[LPXP

,Q�\RXU�H[SHULHQFH��ZKDW�DUH�WKH�SULPDU\�FKDOOHQJHV�IRU�VFDOLQJ�VPDUW�FRQWUDFWV�
DFURVV�EORFNFKDLQV�DQG�RU�DFURVV�HFRV\VWHPV"�$UH�WKHVH�FKDOOHQJHV�UHODWHG�WR�����
ORZHVW�����KLJKHVW�

� � � � � � � � � ��

/HJDO�XQFHUWDLQW\

/DFN�RI�LQWHURSHUDELOLW\

'LIILFXOWLHV�ZLWK�JRYHUQDQFH

'DWD�SURWHFWLRQ�LVVXHV

&RPSHWLWLRQ�ODZ�FRPSOLDQFH�
FRQFHUQV

2WKHUV

,I�LQWHURSHUDELOLW\�LV�DQ�LVVXH�IRU�VFDOLQJ�VPDUW�FRQWUDFWV��ZKLFK�UHTXLUHPHQWV�VKRXOG�
LQIRUP�VWDQGDUGLVDWLRQ�WR�VFDOH�VPDUW�FRQWUDFWV�DFURVV�EORFNFKDLQV�DQG�RU�DFURVV�
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HFRV\VWHPV"�6KRXOG�VXFK�VWDQGDUGV�GHWHUPLQH�LQ�SDUWLFXODU�PLQLPXP�VDIHJXDUGV�
IRU�F\EHU�VHFXULW\"�,I�VR��ZKLFK�EHVW�SUDFWLFHV�ZRXOG�\RX�FRQVLGHU�UHOHYDQW"
����FKDUDFWHU�V��PD[LPXP

,9��&ODULI\LQJ�ULJKWV�RQ�QRQ�SHUVRQDO�,QWHUQHW�RI�7KLQJV�GDWD�VWHPPLQJ�IURP�
SURIHVVLRQDO�XVH

,Q�WKLV�VHFWLRQ��ZH�ZRXOG�OLNH�WR�KHDU�\RXU�YLHZV�RQ�QRQ�SHUVRQDO�GDWD�WKDW�LV�JHQHUDWHG�E\�VPDUW�REMHFWV�
FRQQHFWHG�WR�WKH�,QWHUQHW�RI�7KLQJV��௱,R7�REMHFWV௲��LQ�SURIHVVLRQDO�XVH��([DPSOHV�RI�VXFK�REMHFWV�LQFOXGH�
LQGXVWULDO�URERWV��PDFKLQH�WRROV�ZLWK�VHQVRUV��FRQVWUXFWLRQ�HQJLQHV�RU�VPDUW�IDUPLQJ�HTXLSPHQW�

'R�\RX�FXUUHQWO\�RU�DUH�\RX�SODQQLQJ�WR�XVH�LQ�WKH�QHDU�IXWXUH�D�VPDUW�
REMHFWbFRQQHFWLQJ�WR�WKH�,QWHUQHW�RI�7KLQJV"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

'R�\RX�DJUHH�WKDW�,R7�REMHFWV�DQG�GDWD�FRPLQJ�IURP�VXFK�REMHFWV�PD\�UHSUHVHQW�
QHZ�FKDOOHQJHV�IRU�PDUNHW�IDLUQHVV�ZKHQ�DFFHVV�WR�UHOHYDQW�LQIRUPDWLRQ�FRQFHUQLQJ�
WKH�IXQFWLRQLQJ�DQG�SHUIRUPDQFH�LV�KHOG�E\�WKH�PDQXIDFWXUHU�RI�VXFK�REMHFW"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

,V�\RXU�FRPSDQ\�LQ�WKH�EXVLQHVV�RI�DIWHU�VDOHV�VHUYLFHV�WKDW�XVH�GDWD�IURP�,R7�
REMHFWV�LQ�SURIHVVLRQDO�XVH�LQ�RUGHU�WR�RIIHU�WKDW�VHUYLFH��H�J��UHSDLU�DQG�
PDLQWHQDQFH��GDWD�DQDO\WLFV�VHUYLFHV�"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

:KDW�ZDV�WKH�QDWXUH�RI�VXFK�GLIILFXOWLHV"
2XWULJKW�GHQLDO�RI�GDWD�DFFHVV
3URKLELWLYH�PRQHWDU\�FRQGLWLRQV�IRU�GDWD�DFFHVV
3URKLELWLYH�WHFKQLFDO�FRQGLWLRQV�IRU�GDWD�DFFHVV
5HVWULFWLYH�OHJDO�FRQGLWLRQV�IRU�GDWD�DFFHVV�DQG�XVH
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&RPSHWLWLRQ�ODZ�FRPSOLDQFH�FRQFHUQV
2WKHU
,�GRQ௲W�NQRZ���QR�RSLQLRQ

9��,PSURYLQJ�SRUWDELOLW\�IRU�EXVLQHVV�XVHUV�RI�FORXG�VHUYLFHV

b
,Q�WKLV�VHFWLRQ�ZH�ZRXOG�OLNH�WR�KHDU�\RXU�YLHZV�RQ�FORXG�VHUYLFH�SRUWDELOLW\��,Q�RUGHU�WR�SUHYHQW�YHQGRU�ORFN�
LQ��LW�LV�QHFHVVDU\�WKDW�EXVLQHVV�XVHUV�FDQ�HDVLO\�VZLWFK�FORXG�SURYLGHUV��E\�SRUWLQJ�WKHLU�GLJLWDO�DVVHWV�LQ�WKH�
EURDGHVW�VHQVH��LQFOXGLQJ�GDWD�DQG�DSSOLFDWLRQV��IURP�RQH�FORXG�SURYLGHU�WR�DQRWKHU�SURYLGHU�RU�EDFN�WR�
WKHLU�RZQ�LQIUDVWUXFWXUH�DQG�VRIWZDUH�RQ�SUHPLVH�,7�V\VWHPV��LQFOXGLQJ�WKRVH�GLJLWDO�DVVHWV�VWRUHG�DW�WKH�
HGJH�RI�WKH�QHWZRUN�

&ORXG�VHUYLFH�SURYLGHUV�DQG�FORXG�XVHUV�KDYH�MRLQWO\�GHYHORSHG� �VHOI�UHJXODWRU\��௱6:,32௲��FRGHV�RI�FRQGXFW
WR�DGGUHVV�WKLV�LVVXH�LQ�,DD6��DQG�6DD6�VSHFLILF�FRQWH[WV��,DD6�L�H��,QIUDVWUXFWXUH�DV�D�6HUYLFH��6DD6��L�H��
6RIWZDUH�DV�D�6HUYLFH���DV�PDQGDWHG�E\�5HJXODWLRQ��(8������������RQ�D�IUDPHZRUN�IRU�WKH�IUHH�IORZ�RI�
QRQ�SHUVRQDO�GDWD�LQ�WKH�(XURSHDQ�8QLRQ�

$V�SDUW�RI�WKH�&RPPLVVLRQ௲V�HYDOXDWLRQ�RI�WKH�GHYHORSPHQW�DQG�LPSOHPHQWDWLRQ�RI�WKH�FRGHV�RI�FRQGXFW��
WKH�&RPPLVVLRQ�ZLOO�HYDOXDWH�ZKHWKHU�VHOI�UHJXODWLRQ�LQ�WKH�ILHOG�RI�EXVLQHVV�WR�EXVLQHVV��%�%��GDWD�
SRUWDELOLW\�DFKLHYHG�WKH�GHVLUHG�RXWFRPHV�RU�ZKHWKHU�RWKHU�SROLF\�RSWLRQV�VKRXOG�EH�FRQVLGHUHG�

7KH�RXWFRPH�RI�WKH� �VKRZHG�WKDW�������RI�WKH�UHFHQW�SXEOLF�FRQVXOWDWLRQ�RQ�(XURSHDQ�6WUDWHJ\�IRU�'DWD
WRWDO�UHVSRQGHQWV�DUH�RI�WKH�RSLQLRQ�WKDW�WKH�VHOI�UHJXODWLRQ�LV�QRW�WKH�DSSURSULDWH�EHVW�SUDFWLFH�LQ�DUHD�RI�
GDWD�SRUWDELOLW\��2Q�WKH�FRQWUDU\��������DJUHHG�LW�LV�DSSURSULDWH�SUDFWLFH��7KH�UHPDLQLQJ���������RI�
UHVSRQGHQWV�GLG�QRW�H[SUHVV�WKHLU�RSLQLRQ�RQ�WKH�WRSLF��+RZHYHU������RI�WKH�UHVSRQGHQWV�DQVZHUHG�WKDW�
WKH\�KDYH�H[SHULHQFHG�SUREOHPV�LQ�WKH�IXQFWLRQLQJ�RI�WKH�FORXG�PDUNHW��WKH�PRVW�FRPPRQ�SUREOHP�
H[SHULHQFHG�EHLQJ�YHQGRU�ORFN�LQ�

&RQVLGHULQJ�WKH�DERYH��WKH�IROORZLQJ�TXHVWLRQV�DLP�WR�UHFHLYH�DGGLWLRQDO�LQSXW�RQ�WKH�WRSLF�RI�%�%�GDWD�
SRUWDELOLW\�

:DV�\RXU�RUJDQLVDWLRQ�DZDUH�RI�WKH�6:,32�&RGHV�RI�&RQGXFW�SULRU�WR�ILOOLQJ�LQ�WKLV�
TXHVWLRQQDLUH"

<HV
1R
,�GRQ௲W�NQRZ��QR�RSLQLRQ

,Q�\RXU�RSLQLRQ��GR�WKH�VHOI�UHJXODWRU\�6:,32�FRGHV�RI�FRQGXFW�RQ�GDWD�SRUWDELOLW\�
GHYHORSHG�E\�WKH�FORXG�VWDNHKROGHUV�UHSUHVHQW�D�VXLWDEOH�DSSURDFK�WR�DGGUHVV�
FORXG�VHUYLFH�SRUWDELOLW\"

<HV
1R

https://swipo.eu/download-section/
https://ec.europa.eu/digital-single-market/en/news/summary-report-public-consultation-european-strategy-data
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,�GRQ௲W�NQRZ��QR�RSLQLRQ

3OHDVH�H[SODLQ

6HOI�UHJXODWRU\�FRGHV�RI�FRQGXFW��6:,32��KDYH�QRW�DFKLHYHG�WKHLU�REMHFWLYHV��DFFRUGLQJ�WR�VHYHUDO�XVHU�
RUJDQL]DWLRQV��&,*5()��%(/78*��92,&(��HWF���GXH�WR�WKH�VWUXFWXUDO�LPEDODQFH�RI�UHVRXUFHV�EHWZHHQ�XVHUV�
DQG�GLJLWDO�VHUYLFH�SURYLGHUV��6HOI�UHJXODWLRQ�KDV�QRW�EHHQ�HIIHFWLYH�LQ�PLWLJDWLQJ�SURYLGHUV௲�XQIDLU�SUDFWLFHV�
WKDW�UHGXFH�GDWD�DQG�XVHU�PRELOLW\��$�(XURSHDQ�IUDPHZRUN�ZLWK�FOHDU�SURKLELWLRQV�ZRXOG�EH�HVVHQWLDO�WR�
IRVWHU�FRPSHWLWLYHQHVV�DQG�LQQRYDWLRQ�LQ�(XURSH�

7KUHH�PDLQ�OLPLWDWLRQV�WR�6:,32�FRGHV�OHDG�WR�VXSSRUW�D�VWULFWHU�UHJXODWLRQ�������WKH�ORZ�QXPEHU�RI�SURYLGHUV�
ZKR�KDYH�DGKHUHG�WR�WKH�FRGHV��PDNLQJ�WKHP�LQRSHUDWLYH�DQG�XQHQIRUFHDEOH�IRU�XVHUV�������WKH�ODFN�RI�
LQWHJUDWLRQ�RI�IXQGDPHQWDO�UHFRPPHQGDWLRQV�IRU�XVHUV�������WKH�H[FHVVLYH�FRPSOH[LW\�RI�JRYHUQDQFH��PDNLQJ�
LW�GLIILFXOW�WR�HYROYH�LQ�WKH�IXWXUH�

0RUHRYHU��6:,32�FRGHV�RI�FRQGXFW�DUH�PHUHO\��KLJK�OHYHO��SURYLVLRQV�WKDW�DUH�GLVFXVVHG�SUH�FRQWUDFWXDOO\�
DQG�ZKLFK�GR�QRW�EHFRPH�SDUW�RI�WKH�FRQWUDFW��7KLV�PHDQV�WKDW�WKHUH�DUH�QR�FRQVHTXHQFHV�LQ�FDVH�RI�QRQ�
FRPSOLDQFH��,Q�DGGLWLRQ��6:,32�FRGHV�RI�FRQGXFW�RQO\�FRYHU�,DD6�DQG�6DD6��3DD6��L�H��3ODWIRUP�DV�D�
6HUYLFH��LV�PLVVLQJ�

'R�\RX�FRQVLGHU�WKHUH�LV�D�QHHG�WR�HVWDEOLVK�D�ULJKW�WR�SRUWDELOLW\�IRU�EXVLQHVV�XVHUV�
RI�FORXG�FRPSXWLQJ�VHUYLFHV�LQ�(8�OHJLVODWLRQ"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

3OHDVH�H[SODLQ�\RXU�DQVZHU��GHWDLOLQJ�DV�PXFK�DV�SRVVLEOH�ZKDW�WKLV�ULJKW�VKRXOG�
HQWDLO�
����FKDUDFWHU�V��PD[LPXP

3OHDVH�VHH�WKH�DQQH[��

:KDW�OHJLVODWLYH�DSSURDFK�ZRXOG�EH�WKH�PRVW�VXLWDEOH�LQ�\RXU�RSLQLRQ��LI�WKH�GDWD�
SRUWDELOLW\�ULJKW�IRU�FORXG�XVHUV�ZRXOG�EH�ODLG�GRZQ�LQ�DQ�(8�OHJLVODWLRQ"

+LJK�OHYHO�SULQFLSOH�V��UHFRJQLVLQJ�WKH�ULJKW�IRU�FORXG�VHUYLFH�SRUWDELOLW\��IRU�
H[DPSOH��D�SURYLVLRQ�VWLSXODWLQJ�WKDW�WKH�FORXG�XVHU�KDV�WKH�ULJKW�WR�KDYH�LWV�
GDWD�SRUWHG�LQ�D�VWUXFWXUHG��ZLGHO\�XVHG�DQG�PDFKLQH�UHDGDEOH�IRUPDW�WR�
DQRWKHU�SURYLGHU�RU�SURSULHWDU\�VHUYHUV��DJDLQVW�PLQLPXP�WKUHVKROGV�
0RUH�VSHFLILF�VHW�RI�FRQGLWLRQV�RI�FRQWUDFWXDO��WHFKQLFDO��FRPPHUFLDO�DQG�
HFRQRPLF�QDWXUH��LQFOXGLQJ�VSHFLILFDWLRQ�RI�WKH�QHFHVVDU\�HOHPHQWV�WR�HQDEOH�
GDWD�SRUWDELOLW\
2WKHU�VROXWLRQ
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,�GRQ௲W�NQRZ���QR�RSLQLRQ

:RXOG�WKH�VHOI�UHJXODWRU\�6:,32�FRGHV�RI�FRQGXFW�RQ�GDWD�SRUWDELOLW\�GHYHORSHG�
E\�WKH�FORXG�VWDNHKROGHUV�LQ�\RXU�RSLQLRQ�UHSUHVHQW�D�VXLWDEOH�EDVHOLQH�IRU�WKH�
GHYHORSPHQW�RI�VXFK�D�OHJLVODWLYH�FORXG�VHUYLFH�SRUWDELOLW\�ULJKW"

<HV
<HV��EXW�IXUWKHU�HOHPHQWV�ZRXOG�KDYH�WR�EH�FRQVLGHUHG��SOHDVH�EH�DV�VSHFLILF�
DV�SRVVLEOH�RQ�ZKLFK�HOHPHQWV�DUH�FXUUHQWO\�QRW�LQVXIILFLHQWO\�DGGUHVVHG�LQ�
WKRVH�FRGHV�RI�FRQGXFW�௬�RSWLRQDO�
1R
1R�RSLQLRQ
,�DP�QRW�IDPLOLDU�ZLWK�6:,32�FRGHV�RI�FRQGXFW

3OHDVH�H[SODLQ

:H�LQYLWH�\RX�WR�6HH�WKH�SRVLWLRQ�SDSHU�SXEOLVKHG�E\�WKH�%HOJLXP��%HOWXJ���)UHQFK��&,*5()���*HUPDQ�
�92,&(��DQG�'XWFK��&,2�3ODWIRUP��EXVLQHVV�XVHUV�DVVRFLDWLRQV�RQ�WKH�6:,32�6DD6�FRGH�RI�FRQGXFW��&R&��

&RPPRQ�UXOHV�DUH�QHFHVVDU\�DQG�VKRXOG�ELQG�DOO�FORXG�VHUYLFHV�RIIHUHG�LQ�(XURSH��KRZHYHU�WKH�VHOI�
UHJXODWRU\�DSSURDFK�DQG�WKH�6:,32�FRGHV�RI�FRQGXFW�KDYH�GHPRQVWUDWHG�WKHLU�OLPLWV�

7KH�FXUUHQW�YHUVLRQ�RI�WKH�6DD6�&R&�KDQGOHV�WKH�WHFKQLFDO�DVSHFWV�RI�SRUWLQJ�UDWKHU�DGHTXDWHO\��+RZHYHU��
WKH�DGKHUHQFH�RI�D�VXSSOLHU�WR�WKH�6DD6�&R&�GRHV�QRW�JXDUDQWHH�WKDW�WKH�FXVWRPHU�ZLOO�EH�DEOH�WR�SHUIRUP�
WKH�SRUWLQJ�SURFHVV�LI�DQG�ZKHQ�QHHGHG�IRU�LWV�EXVLQHVV��7KXV��WKH�6DD6�&R&�GRHV�QRW�HQVXUH�GDWD�H[SRUW�
IRU�LQWHURSHUDELOLW\��QRU�SRUWLQJ�DW�DOO�WLPHV���LW�GRHV�QRW�HQVXUH�GDWD�H[SRUW�LQ�FDVH�RI�RUJDQLVDWLRQDO�FKDQJH���
LW�GRHV�QRW�PLWLJDWH�FHUWDLQ�RSHUDWLRQDO�ULVNV�UHOHYDQW�WR�DOO�FXVWRPHUV���LW�GRHV�QRW�SXVK�DGKHUHQWV�WR�
PRGHUDWH�FKDUJHV�IRU�GDWD�H[SRUW��QRU�GRHV�LW�FRQGHPQ�WKH�FUHDWLRQ�RI�YHQGRU�ORFN�LQ�DV�D�QRQ�DFFHSWDEOH�
EXVLQHVV�SUDFWLFH���LW�GRHV�QRW�SURWHFW�WKH�FXVWRPHUV�DJDLQVW�DGYHUVH�XQLODWHUDO�FKDQJHV�LQ�FRQWUDFW�WHUPV���LW�
GRHV�QRW�IDFLOLWDWH�FXVWRPHUV
�FRPSDULVRQ�RI�7UDQVSDUHQF\�6WDWHPHQWV�LVVXHG�E\�GLIIHUHQW�SURYLGHUV�

0XFK�VWURQJHU�YHQGRU�ORFN�LQ�RFFXUV�ZLWK�3DD6�DQG�)DD6�

:RXOG�LW�EH�VXLWDEOH�WR�GHYHORS�௬�DV�D�SDUW�RI�OHJLVODWLYH�DSSURDFK�WR�FORXG�VHUYLFH�
SRUWDELOLW\���VWDQGDUG�$3,V��RSHQ�VWDQGDUGV�DQG�LQWHURSHUDEOH�GDWD�IRUPDWV��
WLPHIUDPHV�DQG�SRWHQWLDOO\�RWKHU�WHFKQLFDO�HOHPHQWV"

<HV
1R
,�GRQ
W�NQRZ���QR�RSLQLRQ

&DQ�\RX�EH�PRUH�VSHFLILF�DERXW�ZKLFK�VWDQGDUGV�VKRXOG�EH�GHYHORSHG�LQ�WKLV�
UHJDUG"
����FKDUDFWHU�V��PD[LPXP
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6HH�DQQH[

'R�\RX�FRQVLGHU�WKDW�IRUPDOO\�UHTXHVWLQJ�(XURSHDQ�VWDQGDUGLVDWLRQ�GHYHORSPHQW�
RUJDQLVDWLRQV�WR�GHVLJQ�VXFK�VWDQGDUGV�RU�WKH�QHFHVVDU\�$3,V�ZRXOG�EH�DQ�
DSSURSULDWH�VROXWLRQ"

<HV
1R
,�GRQ
W�NQRZ���QR�RSLQLRQ

:RXOG�LW�EH�QHFHVVDU\�LQ�\RXU�RSLQLRQ�WR�GHYHORS�6WDQGDUG�&RQWUDFWXDO�&ODXVHV�IRU�
FORXG�VHUYLFH�SRUWDELOLW\�WR�LPSURYH�QHJRWLDWLQJ�SRVLWLRQ�RI�WKH�FORXG�XVHUV"

<HV��LW�ZRXOG�EH�QHFHVVDU\�DQG�VXIILFLHQW�DV�D�VWDQG�DORQH�VROXWLRQ�
<HV��LW�ZRXOG�EH�QHFHVVDU\�EXW�LQ�DGGLWLRQ�WR�D�OHJLVODWLYH�ULJKW�RI�GDWD�
SRUWDELOLW\
,W�ZRXOG�QRW�EH�QHFHVVDU\�EXW�LW�ZRXOG�VLPSOLI\�WKH�GDWD�SRUWDELOLW\�DQG�RU�
KDUPRQLVH�LWV�DVSHFWV�DFURVV�WKH�(8
1R��LW�ZRXOG�QRW�EH�QHFHVVDU\
1R�RSLQLRQ

'R�\RX�KDYH�DQ\�RWKHU�FRPPHQWV�\RX�ZRXOG�OLNH�WR�DGGUHVV�ZLWK�UHVSHFW�WR�FORXG�
VHUYLFH�SRUWDELOLW\��ZKLFK�ZHUH�QRW�DGGUHVVHG�DERYH"
����FKDUDFWHU�V��PD[LPXP

,W�LV�LPSRUWDQW�WKDW�DQ\�VWDQGDUGLVDWLRQ�SURFHVV�LQFOXGHV�DOO�LQWHUHVWHG�SDUWLHV�
&LJUHI�GUDIWHG�D�௵7UXVWHG�&ORXG�UHIHUHQFH�GRFXPHQW௶��HODERUDWHG�ZLWK�LWV�XVHU�PHPEHUV��ZKLFK�FRXOG�EH�D�
ILUVW�FRQWULEXWLRQ�IRU�D�(XURSHDQ�VWDQGDUGLVDWLRQ��7KLV�LV�DOVR�WKH�ZRUN�LQLWLDWHG�ZLWKLQ�WKH�SURMHFW�*DLD�;��

9,��&RPSOHPHQWLQJ�WKH�SRUWDELOLW\�ULJKW�XQGHU�$UWLFOH����*'35

,Q�WKLV�VHFWLRQ�ZH�ZRXOG�OLNH�WR�KHDU�\RXU�YLHZV�RQ�WKH�SRUWDELOLW\�RI�SHUVRQDO�GDWD��8QGHU�$UWLFOH����RI�WKH�
*'35��LQGLYLGXDOV�FDQ�GHFLGH�WR�SRUW�FHUWDLQ�SHUVRQDO�GDWD�WR�DQ�RUJDQLVDWLRQ�RU�VHUYLFH�RI�WKHLU�FKRLFH�
1RQ�GLVFULPLQDWRU\�DFFHVV�WR�VPDUW�PHWHULQJ�GDWD�LV�PDQGDWHG�E\�$UWLFOH����'LUHFWLYH��(8�����������RQ�
FRPPRQ�UXOHV�IRU�WKH�LQWHUQDO�PDUNHW�IRU�HOHFWULFLW\��$GGLWLRQDO�UXOHV�DUH�SURSRVHG�IRU�IDFLOLWDWLQJ�WKH�
SRUWDELOLW\�RI�SHUVRQDO�GDWD�JHQHUDWHG�LQ�WKH�FRQWH[W�RI�DQ�RQOLQH�VHUYLFH�RIIHUHG�E\�D�௵JDWHNHHSHU�SODWIRUP௶�
XQGHU�$UWLFOH������K��RI�WKH�SURSRVDO�IRU�D�'LJLWDO�0DUNHWV�$FW��&20�����������ILQDO��
6PDUW�FRQQHFWHG�REMHFWV�FRQQHFWHG�WR�WKH�,QWHUQHW�RI�7KLQJV��,R7�REMHFWV��DQG�VHUYLFHV�DYDLODEOH�RQ�WKHP��
H�J��VPDUW�KRPH�DSSOLDQFHV�RU�ZHDUDEOHV��JHQHUDWH�D�JURZLQJ�DPRXQW�RI�GDWD��1RUPDOO\��WKH�GDWD�
JHQHUDWHG�E\�VXFK�REMHFWV�DQG�E\�WKH�VHUYLFHV�DYDLODEOH�RQ�WKHP�LQ�WKHLU�LQWHUDFWLRQ�ZLWK�WKHLU�KXPDQ�XVHUV�
DUH�SHUVRQDO�GDWD��6XFK�GDWD�LV�FRYHUHG�E\�WKH�*HQHUDO�'DWD�3URWHFWLRQ�5HJXODWLRQ��*'35��b$Q\�GDWD�
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VWRUHG�LQ�WHUPLQDO�HTXLSPHQW��VXFK�DV�FRQQHFWHG�REMHFWV��FDQ�RQO\�EH�DFFHVVHG�LQ�DFFRUGDQFH�ZLWK�$UWLFOH��
����RI�'LUHFWLYH���������(&��H3ULYDF\�'LUHFWLYH���+RZHYHU��WKH�REOLJDWLRQV�XQGHU�$UWLFOH����*'35�GRHV�QRW�
UHTXLUH�WKH�FRQWUROOHU�WR�SXW�LQ�SODFH�WKH�WHFKQLFDO�LQIUDVWUXFWXUH�WR�HQDEOH�FRQWLQXRXV�RU�UHDO�WLPH�SRUWDELOLW\�

7R�ZKDW�H[WHQW�GR�\RX�DJUHH�ZLWK�WKH�IROORZLQJ�VWDWHPHQW��௵,QGLYLGXDO�RZQHUV�RI�D�
VPDUW�FRQQHFWHG�REMHFW��H�J��ZHDUDEOH�RU�KRXVHKROG�DSSOLDQFH��VKRXOG�EH�DEOH�WR�
SHUPLW�ZKRPHYHU�WKH\�FKRRVH�WR�HDVLO\�XVH�WKH�GDWD�JHQHUDWHG�E\�WKHLU�XVH�RI�WKDW�
REMHFW�௶

6WURQJO\�DJUHH
6RPHZKDW�DJUHH
1HXWUDO
6RPHZKDW�GLVDJUHH
6WURQJO\�GLVDJUHH
,�GRQ௲W�NQRZ���QR�RSLQLRQ

7R�ZKDW�H[WHQW�GR�\RX�DJUHH�ZLWK�WKH�IROORZLQJ�VWDWHPHQW��௵7KH�GHYLFH�
PDQXIDFWXUHU�RI�D�VPDUW�FRQQHFWHG�REMHFW��H�J��ZHDUDEOH�RU�KRXVHKROG�DSSOLDQFH��
VKRXOG�EH�DEOH�WR�SHUPLW�ZKRPHYHU�WKH\�FKRRVH�WR�HDVLO\�XVH�WKH�GDWD�JHQHUDWHG�
E\�WKH�XVH�RI�WKDW�REMHFW��ZLWKRXW�WKH�DJUHHPHQW�RI�WKH�XVHU�௶

6WURQJO\�DJUHH
6RPHZKDW�DJUHH
1HXWUDO
6RPHZKDW�GLVDJUHH
6WURQJO\�GLVDJUHH
,�GRQ௲W�NQRZ���QR�RSLQLRQ

$PRQJ�WKH�HOHPHQWV�OLVWHG�EHORZ��ZKLFK�DUH�WKH�WKUHH�PRVW�LPSRUWDQW�HOHPHQWV�WKDW�
SUHYHQW�WKH�ULJKW�XQGHU�$UWLFOH����*'35�WR�EH�IXOO\�HIIHFWLYH"

7KH�DEVHQFH�RI�DQ�REOLJDWLRQ�WR�SURYLGH�D�ZHOO�GRFXPHQWHG�$SSOLFDWLRQ�
3URJUDPPLQJ�,QWHUIDFH
7KH�DEVHQFH�RI�DQ�REOLJDWLRQ�WR�SURYLGH�WKH�GDWD�RQ�D�FRQWLQXRXV�EDVLV
7KH�DEVHQFH�RI�XQLYHUVDOO\�XVHG�PHWKRGV�RI�LGHQWLILFDWLRQ�RU�DXWKHQWLFDWLRQ�RI�
WKH�LQGLYLGXDO�WKDW�PDNHV�WKH�SRUWDELOLW\�UHTXHVW�LQ�D�VHFXUH�PDQQHU
7KH�DEVHQFH�RI�FOHDUHU�UXOHV�RQ�GDWD�W\SHV�LQ�VFRSH
7KH�DEVHQFH�RI�FOHDU�UXOHV�RQ�OLDELOLW\�LQ�FDVH�RI�PLVXVH�RI�WKH�GDWD�SRUWHG
7KH�DEVHQFH�RI�VWDQGDUGV�HQVXULQJ�GDWD�LQWHURSHUDELOLW\��LQFOXGLQJ�DW�WKH�
VHPDQWLF�OHYHO
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2WKHU
,�GRQ௲W�NQRZ���QR�RSLQLRQ

9,,��,QWHOOHFWXDO�3URSHUW\�5LJKWV�௬�3URWHFWLRQ�RI�'DWDEDVHV

7KH�'LUHFWLYH������(&�RQ�WKH�OHJDO�SURWHFWLRQ�RI�GDWDEDVHV��'DWDEDVH�'LUHFWLYH��SURYLGHV�IRU�WZR�W\SHV�RI�
SURWHFWLRQ�IRU�GDWDEDVHV��)LUVWO\��GDWDEDVHV�FDQ�EH�SURWHFWHG��ZKHQ�RULJLQDO��XQGHU�FRS\ULJKW�ODZ��&RS\ULJKW�
SURWHFWLRQ�DSSOLHV�WR�GDWDEDVHV��FROOHFWLRQV�RI�GDWD��WKDW�DUH�FUHDWLYH�RULJLQDO�LQ�WKH�VHOHFWLRQ�DQG�RU�
DUUDQJHPHQW�RI�WKH�FRQWHQWV�DQG�FRQVWLWXWH�WKHLU�DXWKRUV௲�RZQ�LQWHOOHFWXDO�FUHDWLRQ�

6HFRQGO\��GDWDEDVHV�IRU�ZKLFK�D�VXEVWDQWLDO�LQYHVWPHQW�KDV�EHHQ�PDGH�LQWR�WKH�REWDLQLQJ��SUHVHQWDWLRQ�
DQG�YHULILFDWLRQ�RI�WKH�GDWD�FDQ�EHQHILW�IURP�WKH�SURWHFWLRQ�XQGHU�WKH�VR�FDOOHG�௵VXL�JHQHULV௶�ULJKW��6XFK�
SURWHFWLRQ�LV�DXWRPDWLFDOO\�JUDQWHG�WR�WKH�PDNHU�RI�DQ\�GDWDEDVH�ZKLFK�IXOILOV�WKHVH�FRQGLWLRQV��7KH�PDNHU�
RI�GDWDEDVHV�SURWHFWHG�XQGHU�WKH�VXL�JHQHULV�ULJKW�FDQ�SUHYHQW�WKH�H[WUDFWLRQ�RU�UH�XVH�RI�WKHLU�GDWDEDVH�
FRQWHQW��7KH�'LUHFWLYH�OD\V�GRZQ�WZR�PDLQ�PHFKDQLVPV�WR�PDQDJH�ULJKWV�RI�XVHUV��WKH�H[FHSWLRQ�UHJLPHV�
�LQFOXGLQJ�WKH�SURYLVLRQ�RI�VSHFLILF�H[FHSWLRQV�LQ�WKH�ILHOGV�RI�WHDFKLQJ��VFLHQWLILF�UHVHDUFK��SXEOLF�VHFXULW\�RU�
IRU�SULYDWH�SXUSRVHV��DQG�WKH�ULJKWV�RI�ODZIXO�XVHUV�

7R�VXP�XS��WKH�FRS\ULJKW�SURWHFWLRQ�RI�GDWDEDVHV�RQO\�DULVHV�ZKHUH�WKH�VWUXFWXUH�RI�WKH�GDWDEDVH��LQFOXGLQJ�
WKH�VHOHFWLRQ�DQG�DUUDQJHPHQW�RI�WKH�GDWDEDVH௲V�FRQWHQWV��FRQVWLWXWH�WKH�DXWKRU
V�RZQ�LQWHOOHFWXDO�FUHDWLRQ��
7KH�VXL�JHQHULV�ULJKW�SURWHFWV��DV�DQ�LQWDQJLEOH�DVVHW��WKH�UHVXOWV�RI�WKH�ILQDQFLDO�DQG�RU�SURIHVVLRQDO�
LQYHVWPHQW�FDUULHG�RXW�WRZDUGV�WKH�PHWKRGLFDO�DQG�V\VWHPDWLF�FODVVLILFDWLRQ�RI�LQGHSHQGHQW�GDWD�

7KH�&RPPLVVLRQ�SXEOLVKHG�D�UHSRUW�HYDOXDWLQJ�WKH�'DWDEDVH�'LUHFWLYH�LQ�������7KH�HYDOXDWLRQ�KLJKOLJKWHG�
WKDW�LPSRUWDQW�TXHVWLRQV�DURVH�DV�UHJDUGV�WKH�LQWHUDFWLRQ�RI�WKH�'LUHFWLYH�ZLWK�WKH�FXUUHQW�GDWD�HFRQRP\��
QRWDEO\�LQ�YLHZ�RI�WKH�SRWHQWLDO�OHJDO�XQFHUWDLQWLHV�DV�WR�WKH�SRVVLEOH�DSSOLFDWLRQ�RI�WKH�VXL�JHQHULV�ULJKW�WR�
PDFKLQH�JHQHUDWHG�GDWD��7KH�HYDOXDWLRQ�FRQFOXGHG�WKDW�WKH�'LUHFWLYH�FRXOG�EH�UHYLVLWHG�WR�IDFLOLWDWH�GDWD�
DFFHVV�DQG�XVH�LQ�WKH�EURDG�FRQWH[W�RI�WKH�GDWD�HFRQRP\�DQG�LQ�FRRUGLQDWLRQ�ZLWK�WKH�LPSOHPHQWDWLRQ�RI�D�
EURDGHU�GDWD�VWUDWHJ\�
b
7KH�IROORZLQJ�FRQVXOWDWLRQ�LV�IRFXVLQJ�RQ�WKH�DVSHFW�RI�WKH�DSSOLFDWLRQ�RI�WKH�'DWDEDVH�'LUHFWLYH�ZLWKLQ�WKH�
'DWD�(FRQRP\��ZKLOH�DOVR�DVNLQJ�TXHVWLRQV�RI�D�PRUH�JHQHUDO�QDWXUH�RQ�WKLV�LQVWUXPHQW�

,QWHOOHFWXDO�3URSHUW\�5LJKWV���*HQHUDO�TXHVWLRQV

,Q�\RXU�YLHZ��KRZ�DUH�LQWHOOHFWXDO�SURSHUW\��,3��ULJKWV��LQFOXGLQJ�WKH�VXL�JHQHULV�
GDWDEDVH�ULJKW��DQG�WUDGH�VHFUHWV�UHOHYDQW�IRU�EXVLQHVV�WR�EXVLQHVV�VKDULQJ�RI�GDWD"

7R�SURWHFW�YDOXDEOH�GDWD�WKURXJK�,3��ZKHUH�SRVVLEOH
7R�VKDUH�GDWD�LQ�D�PDQQHU�WKDW�HQVXUHV�FRQWURO�RQ�ZKR�ZLOO�XVH�LW�DQG�IRU�ZKDW�
SXUSRVHV
7R�SURWHFW�GDWD�IURP�PLVDSSURSULDWLRQ�DQG�PLVXVH
7R�UHIXVH�VKDULQJ�RI�GDWD
,3�KDV�QRWKLQJ�WR�GR�ZLWK�GDWD�VKDULQJ
,�GRQ௲W�NQRZ���QR�RSLQLRQ
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2WKHU

௵&RQWURO�RYHU�WKH�DFFHVVLELOLW\�DQG�XVH�RI�GDWD�VKRXOG�QRW�EH�UHDOLVHG�WKURXJK�WKH�
HVWDEOLVKPHQW�RI�DGGLWLRQDO�OD\HUV�RI�H[FOXVLYH��SURSULHWDU\�ULJKWV௶��7R�ZKDW�H[WHQW�
GR�\RX�DJUHH�ZLWK�WKLV�VWDWHPHQW"

6WURQJO\�DJUHH
6RPHZKDW�DJUHH
1HXWUDO
6RPHZKDW�GLVDJUHH
6WURQJO\�GLVDJUHH
,�GRQ௲W�NQRZ���QR�RSLQLRQ

4XHVWLRQV�RQ�WKH�'DWDEDVH�'LUHFWLYH

3OHDVH�VHOHFW�ZKDW�GHVFULEHV�\RX�EHVW
0DNHU�RI�GDWDEDVHV�FRQWDLQLQJ�PDFKLQH�JHQHUDWHG�GDWD
0DNHU�RI�GDWDEDVHV�FRQWDLQLQJ�RWKHU�W\SH�RI�GDWD�WKDQ�PDFKLQH�JHQHUDWHG�GDWD
0DNHU�RI�GDWDEDVHV�FRQWDLQLQJ�PL[HG�W\SH�RI�GDWD
8VHU�RI�GDWDEDVHV�FRQWDLQLQJ�PDFKLQH�JHQHUDWHG�GDWD
8VHU�RI�GDWDEDVHV�FRQWDLQLQJ�RWKHU�W\SH�RI�GDWD�WKDQ�PDFKLQH�JHQHUDWHG�GDWD
8VHU�RI�GDWDEDVHV�FRQWDLQLQJ�PL[HG�W\SH�RI�GDWD
8VHU�PDNHU�RI�GDWDEDVHV�FRQWDLQLQJ�PDFKLQH�JHQHUDWHG�GDWD
8VHU�PDNHU�RI�GDWDEDVHV�FRQWDLQLQJ�RWKHU�W\SH�RI�GDWD�WKDQ�PDFKLQH�
JHQHUDWHG�GDWD
8VHU�PDNHU�RI�GDWDEDVHV�FRQWDLQLQJ�PL[HG�W\SH�RI�GDWD
2WKHU

,Q�\RXU�YLHZ��KRZ�GRHV�WKH�'DWDEDVH�'LUHFWLYH�DSSO\�WR�PDFKLQH�JHQHUDWHG�GDWD��LQ�
SDUWLFXODU�GDWD�JHQHUDWHG�E\�VHQVRU�HTXLSSHG�REMHFWV�FRQQHFWHG�WR�WKH�,QWHUQHW�RI�
WKLQJV�REMHFWV�"

,�FRQVLGHU�WKDW�WKH�VXL�JHQHULV�ULJKW�XQGHU�WKH�'DWDEDVH�'LUHFWLYH�PD\�DSSO\�WR�
GDWDEDVHV�FRQWDLQLQJ�WKRVH�GDWD�DQG�RIIHUV�RSSRUWXQLW\�WR�UHJXODWH�WKH�
UHODWLRQVKLS�ZLWK�FOLHQWV��LQFOXGLQJ�OLFHQFHV
,�FRQVLGHU�WKDW�WKH�VXL�JHQHULV�ULJKW�XQGHU�WKH�'DWDEDVH�'LUHFWLYH�PD\�DSSO\�WR�
GDWDEDVHV�FRQWDLQLQJ�WKRVH�GDWD�DQG�RIIHUV�SURWHFWLRQ�DJDLQVW�WKLUG�SDUW\�
LQIULQJHPHQWV��L�H��XQDXWKRULVHG�XVH�RI�PDFKLQH�JHQHUDWHG�GDWD�
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,�DP�QRW�VXUH�ZKDW�WKH�UHODWLRQVKLS�LV�EHWZHHQ�VXFK�GDWD�DQG�WKH�'DWDEDVH�
'LUHFWLYH
2WKHU

3OHDVH�H[SODLQ�DQG�VXEVWDQWLDWH�\RXU�DQVZHUV�ZLWK�FRQFUHWH�H[DPSOHV�DQG�DQ\�
XVHIXO�LQIRUPDWLRQ�DQG�H[SHULHQFH�\RX�PD\�KDYH�
����FKDUDFWHU�V��PD[LPXP

$FFRUGLQJ�WR�\RXU�H[SHULHQFH��ZKLFK�RI�WKHVH�VWDWHPHQWV�DUH�UHOHYDQW�WR�\RXU�
DFWLYLW\���SURWHFWLRQ�RI�\RXU�GDWD"

7KH�SURWHFWLRQ�DZDUGHG�E\�WKH�VXL�JHQHULV�ULJKW�RI�WKH�(8�'DWDEDVH�'LUHFWLYH�
LV�XVHG�WR�UHJXODWH�FRQWUDFWXDO�UHODWLRQVKLSV�ZLWK�FOLHQWV
7KH�SURWHFWLRQ�DZDUGHG�E\�WKH�VXL�JHQHULV�ULJKW�RI�WKH�(8�'DWDEDVH�'LUHFWLYH�
LV�XVHG�DJDLQVW�WKLUG�SDUW\�LQIULQJHPHQWV
7KH�SURWHFWLRQ�DZDUGHG�E\�WKH�7UDGH�6HFUHW�5LJKWV�'LUHFWLYH�>'LUHFWLYH��(8��
��������@�LV�XVHG�DJDLQVW�WKLUG�SDUW\�LQIULQJHPHQWV
2WKHU�FRQWUDFWXDO�PHDQV�RI�SURWHFWLRQ�DUH�XVHG
7HFKQLFDO�PHDQV�WR�SUHYHQW�LOOLFLW�H[WUDFWLRQ�RI�FRQWHQW�DUH�XVHG
7KHUH�LV�FHUWDLQ�FRQWHQW�WKDW�LV�GHOLEHUDWHO\�QRW�SURWHFWHG
,�GRQ௲W�NQRZ���QR�RSLQLRQ
2WKHU

+DYH�WKH�VXL�JHQHULV�GDWDEDVH�ULJKW�SURYLGHG�E\�WKH�'DWDEDVH�'LUHFWLYH��'LUHFWLYH�
�����(&��RU�SRVVLEOH�XQFHUWDLQWLHV�ZLWK�LWV�DSSOLFDWLRQ�FUHDWHG�GLIILFXOWLHV�DQG�
SUHYHQWHG�\RX�IURP�VHHNLQJ�WR�DFFHVV�RU�XVH�GDWD"

<HV
1R
,�GRQ
W�NQRZ���QR�RSLQLRQ

7KH�GLIILFXOWLHV�\RX�DUH�DZDUH�RI�RU�KDYH�H[SHULHQFHG�EHFDXVH�RI�WKH�VXL�JHQHULV�
GDWDEDVH�ULJKW�UHODWH�WR�WKH�DFFHVV�RU�XVH�RI�

'DWD�JHQHUDWHG�LQ�WKH�FRQWH[W�RI�,QWHUQHW�RI�WKLQJV�PDFKLQH�JHQHUDWHG�GDWD
'DWD�RWKHU�WKDQ�JHQHUDWHG�LQ�WKH�FRQWH[W�RI�,QWHUQHW�RI�WKLQJV�PDFKLQH�
JHQHUDWHG�GDWD
'DWD��LUUHVSHFWLYH�RI�WKHLU�W\SH��PDFKLQH�JHQHUDWHG�RU�GDWD�RWKHU�WKDQ�PDFKLQH�
JHQHUDWHG�
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1R�GLIILFXOWLHV�H[SHULHQFHG
,�GRQ௲W�NQRZ���QR�RSLQLRQ
2WKHU

:KDW�ZDV�WKH�VRXUFH�RI�VXFK�GLIILFXOWLHV"
1R�GLIILFXOWLHV�H[SHULHQFHG
'LIILFXOW\�WR�ILQG�WKH�ULJKW�KROGHU�RI�WKH�VXL�JHQHULV�GDWDEDVH�ULJKW��GDWDEDVH�
PDNHU�
/DFN�RI�UHDFWLRQ�IURP�WKH�SDUW�RI�WKH�ULJKW�KROGHU�RI�WKH�VXL�JHQHULV�GDWDEDVH�
ULJKW���5HIXVDO�RI�FRRSHUDWLRQ�IURP�WKH�SDUW�RI�WKH�ULJKW�KROGHU�RI�WKH�VXL�JHQHULV�
GDWDEDVH�ULJKW
3URKLELWLYH�OLFHQFH�IHHV
7HFKQLFDO�PHDVXUHV���WHFKQLFDO�GLIILFXOWLHV
'HQLHG�DFFHVV�GHVSLWH�WKH�SURSRVHG�XVH�IDOOLQJ�XQGHU�RQH�RI�WKH�H[FHSWLRQV�
GHILQHG�LQ�WKH�'DWDEDVH�'LUHFWLYH
'HQLHG�DFFHVV�GHVSLWH�WKH�SURSRVHG�XVH�IDOOLQJ�XQGHU�WKH�ULJKWV�RI�WKH�ODZIXO�
XVHU
/DFN�RI�FODULW\�UHJDUGLQJ�DSSOLFDWLRQ�RI�WKH�VXL�JHQHULV�ULJKW�WR�WKH�GDWDEDVH�
�LQFO��SRVVLEOH�OHJDO�FRQVHTXHQFHV�DQG�ULVN�RI�OLWLJDWLRQ�
2WKHU
,�GRQ௲W�NQRZ���QR�RSLQLRQ

7R�ZKDW�H[WHQW�GR�\RX�DJUHH�WKDW�WKHUH�LV�D�QHHG�WR�UHYLHZ�WKH�VXL�JHQHULV�
SURWHFWLRQ�IRU�GDWDEDVHV�SURYLGHG�E\�WKH�'DWDEDVH�'LUHFWLYH��LQ�SDUWLFXODU�DV�
UHJDUGV�WKH�DFFHVV�DQG�VKDULQJ�RI�GDWD�

6WURQJO\�DJUHH
6RPHZKDW�DJUHH
1HXWUDO
6RPHZKDW�GLVDJUHH
6WURQJO\�GLVDJUHH
,�GRQ௲W�NQRZ���QR�RSLQLRQ

'R�\RX�WKLQN�WKDW�LW�LV�QHFHVVDU\�WR�FODULI\�WKH�VFRSH�RI�VXL�JHQHULV�ULJKW�SURYLGHG�E\�
WKH�'DWDEDVH�'LUHFWLYH�LQ�SDUWLFXODU�LQ�UHODWLRQ�WR�WKH�VWDWXV�RI�PDFKLQH�JHQHUDWHG�
GDWD"

<HV
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1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

,Q�\RXU�RSLQLRQ��KRZ�VKRXOG�WKH�QHZ�VFRSH�RI�WKH�VXL�JHQHULV�ULJKW�EH�GHILQHG"
%\�QDUURZLQJ�WKH�GHILQLWLRQ�RI�WKH�VFRSH�WR�H[FOXGH�PDFKLQH�JHQHUDWHG�GDWD
%\�H[SOLFLWO\�LQFOXGLQJ�PDFKLQH�JHQHUDWHG�GDWD�LQ�WKH�VFRSH
,�GRQ௲W�NQRZ���QR�RSLQLRQ
1R�QHHG�IRU�D�FKDQJH�RI�WKH�VFRSH
2WKHU

'R�\RX�WKLQN�WKDW�WKH�'DWDEDVH�'LUHFWLYH�VKRXOG�SURYLGH�VSHFLILF�DFFHVV�UXOHV�WR�
HQVXUH�DFFHVV�WR�GDWD�DQG�SURKLELW�FRPSDQLHV�IURP�SUHYHQWLQJ�DFFHVV�DQG�
H[WUDFWLRQ�WKURXJK�FRQWUDFWXDO�DQG�WHFKQLFDO�PHDVXUHV"

6WURQJO\�DJUHH
6RPHZKDW�DJUHH
1HXWUDO
6RPHZKDW�GLVDJUHH
6WURQJO\�GLVDJUHH
,�GRQ௲W�NQRZ���QR�RSLQLRQ

,Q�\RXU�RSLQLRQ��KRZ�ZRXOG�VSHFLILF�DFFHVV�UXOHV�LQ�WKH�'DWDEDVH�'LUHFWLYH�EH�EHVW�
DFKLHYHG"

&UHDWLQJ�D�QHZ�H[FHSWLRQ
&UHDWLQJ�FRPSXOVRU\�OLFHQFHV�WR�DFFHVV�GDWD
&UHDWLQJ�JHQHUDO�DFFHVV�ULJKW
1R�QHHG�IRU�D�VSHFLILF�DFFHVV�UXOHV
2WKHU
,�GRQ௲W�NQRZ���QR�RSLQLRQ

'R�\RX�DJUHH�WKDW�GDWDEDVHV�KHOG�E\�SXEOLF�DXWKRULWLHV�VKRXOG�EH�WUHDWHG�GLIIHUHQWO\�
WKDQ�RWKHU�W\SH�RI�GDWDEDVHV�XQGHU�WKH�'DWDEDVH�'LUHFWLYH"

6WURQJO\�DJUHH
6RPHZKDW�DJUHH
1HXWUDO
6RPHZKDW�GLVDJUHH
6WURQJO\�GLVDJUHH
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,�GRQ௲W�NQRZ���QR�RSLQLRQ

,Q�\RXU�RSLQLRQ��KRZ�VKRXOG�GDWDEDVHV�KHOG�E\�SXEOLF�DXWKRULWLHV�EH�WUHDWHG�
GLIIHUHQWO\"

&UHDWLQJ�DQ�H[FHSWLRQ�WR�WKH�VXL�JHQHULV�ULJKW
([FOXGLQJ�SXEOLF�VHFWRU�GDWDEDVHV�IURP�WKH�VFRSH�RI�WKH�VXL�JHQHULV�ULJKW�RI�
WKH�'DWDEDVH�'LUHFWLYH
&UHDWLQJ�FRPSXOVRU\�OLFHQFHV�WR�DFFHVV�SXEOLF�VHFWRU�GDWDEDVHV
1R�QHHG�IRU�GLIIHUHQW�WUHDWPHQW
2WKHU
,�GRQ௲W�NQRZ���QR�RSLQLRQ

,Q�������WKH�&RPPLVVLRQ�SXEOLVKHG�DQ�(YDOXDWLRQ�RI�'LUHFWLYH������(&�RQ�WKH�OHJDO�
��ZKLFK�ZDV�SUHFHGHG�E\�D�SXEOLF�FRQVXOWDWLRQ��7KH�SURWHFWLRQ�RI�GDWDEDVHV

(YDOXDWLRQ�5HSRUW�SRLQWHG�RXW�VHYHUDO�OHJDO�XQFHUWDLQWLHV�UHODWHG�WR�WKH�'DWDEDVH�
'LUHFWLYH�WKDW�PD\�SUHYHQW�WKH�'LUHFWLYH�IURP�RSHUDWLQJ�HIILFLHQWO\��3OHDVH�LQGLFDWH�
ZKLFK�RI�WKH�IROORZLQJ�HOHPHQWV�RI�WKH�'DWDEDVH�'LUHFWLYH�FRXOG�EH�UHYLHZHG�

'HILQLWLRQ�RI�D�GDWDEDVH
1RWLRQ�RI�VXEVWDQWLDO�LQYHVWPHQW�LQ�D�GDWDEDVH
1RWLRQ�RI�VXEVWDQWLDO�SDUW�RI�D�GDWDEDVH
([FOXVLYH�ULJKWV�RI�GDWDEDVH�PDNHUV
([FHSWLRQV�WR�WKH�VXL�JHQHULV�ULJKW
1RWLRQ�RI�WKH�ODZIXO�XVHU�DQG�KLV�ULJKWV�DQG�REOLJDWLRQV
7HUP�RI�SURWHFWLRQ
1R�HOHPHQWV�QHHG�WR�EH�UHYLHZHG
,�GRQ௲W�NQRZ��QR�RSLQLRQ
2WKHU

3OHDVH�SURYLGH�DQ\�RWKHU�LQIRUPDWLRQ�WKDW�\RX�ILQG�XVHIXO�UHJDUGLQJ�WKH�DSSOLFDWLRQ�
RI�WKH�'DWDEDVH�'LUHFWLYH�LQ�UHODWLRQ�WR�WKH�GDWD�HFRQRP\�
����FKDUDFWHU�V��PD[LPXP

4XHVWLRQV�DERXW�WUDGH�VHFUHWV�SURWHFWLRQ

$V�LQGLFDWHG�LQ�WKH�LQWHOOHFWXDO�SURSHUW\�DFWLRQ�SODQ�� ���IRVWHULQJ�GDWD�VKDULQJ�UHTXLUHV�D�&20�����������ILQDO
VHFXUH�HQYLURQPHQW�ZKHUH�EXVLQHVVHV�FDQ�NHHS�LQYHVWLQJ�LQ�GDWD�JHQHUDWLRQ�DQG�FROOHFWLRQ��ZKLOH�VKDULQJ�

https://ec.europa.eu/digital-single-market/en/news/staff-working-document-and-executive-summary-evaluation-directive-969ec-legal-protection
https://ec.europa.eu/digital-single-market/en/news/staff-working-document-and-executive-summary-evaluation-directive-969ec-legal-protection
https://ec.europa.eu/transparency/regdoc/rep/1/2020/EN/COM-2020-760-F1-EN-MAIN-PART-1.PDF


30

WKHP�LQ�D�VHFXUH�ZD\��LQ�SDUWLFXODU�DV�UHJDUGV�WKHLU�FRQILGHQWLDO�EXVLQHVV�LQIRUPDWLRQ�DQG�WKHLU�WUDGH�VHFUHWV�

$W�(8�OHYHO��WKH�OHJDO�SURWHFWLRQ�RI�WUDGH�VHFUHWV�LV�KDUPRQLVHG�E\�WKH�7UDGH�6HFUHW�'LUHFWLYH��'LUHFWLYH�
���ZKLFK�KDV�EHHQ�WUDQVSRVHG�LQ�DOO�0HPEHU�6WDWHV�DQG�LV�QRW�XS�IRU�HYDOXDWLRQ�EHIRUH�������,W���������

LQFOXGHV�WKH�GHILQLWLRQ�RI�D�WUDGH�VHFUHW��ZKLFK�PHDQV�LQIRUPDWLRQ�PHHWLQJ�DOO�RI�WKH�IROORZLQJ�UHTXLUHPHQWV�

LW�LV�VHFUHW�LQ�WKH�VHQVH�WKDW�LW�LV�QRW��DV�D�ERG\�RU�LQ�WKH�SUHFLVH�FRQILJXUDWLRQ�DQG�DVVHPEO\�RI�LWV�
FRPSRQHQWV��JHQHUDOO\�NQRZQ�DPRQJ�RU�UHDGLO\�DFFHVVLEOH�WR�SHUVRQV�ZLWKLQ�WKH�FLUFOHV�WKDW�QRUPDOO\�
GHDO�ZLWK�WKH�NLQG�RI�LQIRUPDWLRQ�LQ�TXHVWLRQ�
LW�KDV�FRPPHUFLDO�YDOXH�EHFDXVH�LW�LV�VHFUHW�
LW�KDV�EHHQ�VXEMHFW�WR�UHDVRQDEOH�VWHSV�XQGHU�WKH�FLUFXPVWDQFHV��E\�WKH�SHUVRQ�ODZIXOO\�LQ�FRQWURO�RI�
WKH�LQIRUPDWLRQ��WR�NHHS�LW�VHFUHW�

7KH�'LUHFWLYH�GHILQHV�FDVHV�RI�ODZIXO�DQG�XQODZIXO�DFTXLVLWLRQ��XVH�DQG�GLVFORVXUH�RI�WUDGH�VHFUHWV��7KH�
'LUHFWLYH�DOVR�VSHFLILHV�WKH�PHDVXUHV��SURFHGXUHV�DQG�UHPHGLHV�LQ�FDVH�RI�XQODZIXO�DFTXLVLWLRQ��XVH�RU�
GLVFORVXUH�RI�D�WUDGH�VHFUHW��([FHSWLRQV�WR�WUDGH�VHFUHW�SURWHFWLRQ�DV�ZHOO�DV�WKH�IUHHGRP�WR�UHYHUVH�
HQJLQHHU�DUH�DOVR�LQFOXGHG�LQ�WKH�GLUHFWLYH�

'R�\RX�UHO\�RQ�WKH�OHJDO�SURWHFWLRQ�RI�WUDGH�VHFUHWV�ZKHQ�VKDULQJ�GDWD�ZLWK�RWKHU�
EXVLQHVVHV"

<HV
1R
,�GRQ௲W�NQRZ���QR�RSLQLRQ

,I�\RX�VKDUH�FRQILGHQWLDO�EXVLQHVV�LQIRUPDWLRQ��KRZ�GR�\RX�HQVXUH�FRQWURO�RYHU�WKH�
XVH�RI�\RXU�GDWD�E\�RWKHU�EXVLQHVVHV��L�H��WKDW�LW�LV�QRW�PLVXVHG��PLVDSSURSULDWHG�RU�
GLVFORVHG�XQODZIXOO\"

:H�UHO\�RQ�WKH�OHJDO�SURWHFWLRQ�RI�WUDGH�VHFUHWV
:H�UHO\�RQ�LQWHOOHFWXDO�SURSHUW\�ULJKWV
:H�UHO\�RQ�FRQWUDFWXDO�DUUDQJHPHQWV
:H�UHO\�RQ�WHFKQLFDO�PHDQV
:H�GR�QRW�WDNH�DQ\�VSHFLILF�PHDVXUHV�WR�FRQWURO�WKH�XVH�RI�RXU�GDWD
,�GRQ௲W�NQRZ���QR�RSLQLRQ
2WKHU

9,,,��6DIHJXDUGV�IRU�QRQ�SHUVRQDO�GDWD�LQ�LQWHUQDWLRQDO�FRQWH[WV

1RQ�SHUVRQDO�GDWD�JHQHUDWHG�E\�(8�FRPSDQLHV�PD\�EH�VXEMHFW�WR�DFFHVV�UHTXHVWV�SXUVXDQW�WR�SURYLVLRQV�
RI�ODZV�RI�WKLUG��QRQ�(8�(($��FRXQWULHV��7KLV�ZRXOG�EH�VSHFLILFDOO\�UHOHYDQW�ZKHQ�SURFHVVLQJ�RI�VXFK�GDWD�
RFFXUV�LQ�D�FORXG�FRPSXWLQJ�VHUYLFH��WKH�SURYLGHU�RI�ZKLFK�LV�VXEMHFW�WR�WKH�ODZV�RI�WKLUG�FRXQWULHV��7KH�
UHFHQW�SURSRVDO�IRU�D�'DWD�*RYHUQDQFH�$FW�GRHV�QRW�FRYHU�VXFK�VHUYLFHV��7KH�DFFHVV�UHTXHVWV�FDQ�EH�RI�D�

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0943
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0943
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OHJLWLPDWH�QDWXUH��LQ�SDUWLFXODU�IRU�FHUWDLQ�FURVV�ERUGHU�FULPLQDO�ODZ�LQYHVWLJDWLRQV�RU�LQ�WKH�FRQWH[W�RI�
DGPLQLVWUDWLYH�SURFHGXUHV��,Q�SDUWLFXODU��WKHVH�UHTXHVWV�PD\�EH�PDGH�LQ�WKH�IUDPHZRUN�RI�PXOWLODWHUDO�RU�
ELODWHUDO�DJUHHPHQWV�WKDW�GHWHUPLQH�FHUWDLQ�FRQGLWLRQV�DQG�VDIHJXDUGV��:KHUHDV�WKH�*'35�SURYLGHV�IRU�
UXOHV�DQG�VDIHJXDUGV�LQ�WKLV�UHVSHFW��IRU�QRQ�SHUVRQDO�GDWD�WKHUH�DUH�FXUUHQWO\�QR�VWDWXWRU\�ODZ�UXOHV�WKDW�
ZRXOG�REOLJH�WKH�FORXG�FRPSXWLQJ�VHUYLFH�SURYLGHUV�WR�JLYH�SUHFHGHQFH�WR�(8�ODZ�RQ�WKH�SURWHFWLRQ�RI�,3�
DQG�WUDGH�VHFUHWV��7KHUH�FDQ�EH�GLIIHUHQFHV�LQ�DSSURDFK�EHWZHHQ�WKH�(8�DQG�WKLUG�FRXQWULHV��H�J��WR�WKH�
IXQGDPHQWDO�ULJKWV�VDIHJXDUGV�RU�RQ�WKH�VFRSH�RI�OHJLVODWLRQ�WKDW�FDQ�PDQGDWH�DFFHVV�UHTXHVWV�WR�GDWD�IRU�
ODZ�HQIRUFHPHQW�DQG�RWKHU�OHJLWLPDWH�SXUSRVHV��:KHUH�FRQIOLFWV�RI�ODZ�RFFXU��WKLV�PD\�H[SRVH�WKH�FORXG�
SURYLGHUV�WR�FRQIOLFWLQJ�OHJDO�REOLJDWLRQV�DQG�DV�D�UHVXOW�RI�WKLV�FRQIOLFW�SXW�FRPPHUFLDOO\�VHQVLWLYH�GDWD�RI�(8�
FRPSDQLHV�DW�ULVN�

+RZ�OLNHO\�GR�\RX�WKLQN�LW�LV�WKDW�D�FORXG�FRPSXWLQJ�VHUYLFHbRU�RWKHU�GDWD�SURFHVVLQJ�
VHUYLFH�SURYLGHU�WKDW�LV�SURFHVVLQJ�GDWD�RQ�\RXU�FRPSDQ\௲V�RUJDQLVDWLRQ௲V�EHKDOI�
PD\�EH�VXEMHFW�WR�DQ�RUGHU�RU�UHTXHVW�EDVHG�RQ�IRUHLJQ�OHJLVODWLRQ�IRU�WKH�
PDQGDWRU\�WUDQVIHUV�RI�\RXU�FRPSDQ\�RUJDQLVDWLRQ�GDWD�"

7KLV�LV�D�ELJ�ULVN�IRU�RXU�FRPSDQ\
7KLV�LV�D�ULVN�IRU�RXU�FRPSDQ\
7KLV�LV�D�PLQRU�ULVN�IRU�RXU�FRPSDQ\
7KLV�QRW�D�ULVN�DW�DOO�IRU�RXU�FRPSDQ\
:H�GR�QRW�XVH�FORXG�FRPSXWLQJ�GDWD�SURFHVVLQJ�VHUYLFH�SURYLGHU�WR�VWRUH�RU�
SURFHVV�RXU�FRPSDQ\
,�GRQ௲W�NQRZ���QR�RSLQLRQ

3OHDVH�H[SODLQ�ZKDW�RUGHU�RU�UHTXHVW�IRU�WKH�PDQGDWRU\�WUDQVIHUV�RI�\RX�FRPSDQ\��
RUJDQL]DWLRQ�GDWD�ZRXOG�\RX�FRQVLGHU�DV�LOOHJLWLPDWH�RU�DEXVLYH�DQG�DV�VXFK�
SUHVHQWLQJ�WKH�ULVN�IRU�\RXU�FRPSDQ\�
����FKDUDFWHU�V��PD[LPXP

$FFHVV�WR�GDWD�FRQWDLQLQJ�FRQILGHQWLDO�MRXUQDOLVWLF�LQIRUPDWLRQ��FRQILGHQWLDO�LQWHUQDO�FRPSDQ\�GDWD��SHUVRQDO�
GDWD�

'R�\RX�FRQVLGHU�WKDW�VXFK�DQ�RUGHU�RU�UHTXHVW�PD\�OHDG�WR�WKH�GLVFORVXUH�DQG��RU�
PLVDSSURSULDWLRQ�RI�D�WUDGH�VHFUHW�RU�RWKHU�FRQILGHQWLDO�EXVLQHVV�LQIRUPDWLRQ"

7KLV�LV�D�ELJ�ULVN�IRU�RXU�FRPSDQ\
7KLV�LV�D�ULVN�IRU�RXU�FRPSDQ\
7KLV�LV�D�PLQRU�ULVN�IRU�RXU�FRPSDQ\
7KLV�QRW�D�ULVN�DW�DOO�IRU�RXU�FRPSDQ\
,�GRQ௲W�NQRZ���QR�RSLQLRQ
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'RHV�WKH�ULVN�DVVHVVPHQW�UHODWHG�WR�VXFK�SRVVLEOH�WUDQVIHUV�RI�\RXU�FRPSDQ\
�RUJDQLVDWLRQ�GDWD�WR�IRUHLJQ�DXWKRULWLHV�DIIHFW�\RXU�GHFLVLRQ�RQ�VHOHFWLRQ�RI�WKH�GDWD�
SURFHVVLQJ�VHUYLFH�SURYLGHUV��H�J��FORXG�FRPSXWLQJ�VHUYLFH�SURYLGHUV��WKDW�VWRUH�RU�
SURFHVV�\RXU�FRPSDQ\�RUJDQLVDWLRQ�GDWD"

<HV
1R
,�GR�QRW�XVH�GDWD�SURFHVVLQJ�VHUYLFHV�WR�VWRUH�RU�SURFHVV�P\�GDWD
,�GRQ௲W�NQRZ���QR�RSLQLRQ

3OHDVH�H[SODLQ�KRZ�LW�DIIHFWV�\RXU�GHFLVLRQ
����FKDUDFWHU�V��PD[LPXP

7KHVH�ULVNV�FDQ�UHVWULFW�WKH�SRVVLELOLWLHV�RI�XVLQJ�FORXG�VHUYLFHV�DQG�UHTXLUH�DGGLWLRQDO�RUJDQLVDWLRQDO�RU�
WHFKQLFDO�PHDVXUHV�WR�OLPLW�WKHP�

,Q�OLJKW�RI�ULVN�DVVHVVPHQW�RI�\RXU�GDWD�SURFHVVLQJ�RSHUDWLRQV�DV�ZHOO�DV�LQ�WKH�
FRQWH[W�RI�DSSOLFDEOH�(8�DQG�QDWLRQDO�OHJDO�IUDPHZRUNV��H�J��QDWLRQDO�UHTXLUHPHQWV�
WR�NHHS�FHUWDLQ�GDWD�LQ�WKH�(8�(($���GR�\RX�FRQVLGHU�WKDW�\RXU�FRPSDQ\
�RUJDQLVDWLRQ�GDWD�VKRXOG�EH�VWRUHG�DQG�RWKHUZLVH�SURFHVVHG�

$OO�RI�P\�FRPSDQ\�RUJDQL]DWLRQ�GDWD�LQ�WKH�(8�(($�RQO\
6RPH�RI�P\�FRPSDQ\�RUJDQL]DWLRQ�GDWD�LQ�WKH�(8�(($�RQO\
$OO�RI�P\�FRPSDQ\�RUJDQL]DWLRQ�GDWD�DQ\ZKHUH�LQ�WKH�ZRUOG
,�GRQ
W�NQRZ���QR�RSLQLRQ

3OHDVH�H[SODLQ�ZKDW�FDWHJRULHV�RI�GDWD�WKDW�VKRXOG�EH�VWRUHG�LQ�WKH�(8�(($�RQO\�
DUH�FRQFHUQHG�DQG�ZK\
����FKDUDFWHU�V��PD[LPXP

6RPH�(%8�0HPEHUV�VXSSRUW�WKDW�SDUW�RI�WKHLU�GDWD��SHUVRQDO�DQG�QRQ�SHUVRQDO�GDWD��VKRXOG�EH�VWRUHG�LQ�WKH�
(8�(($�RQO\��3OHDVH�VHH�WKH�DQQH[�IRU�PRUH�LQIRUPDWLRQ�

,Q�\RXU�RSLQLRQ��ZKDW�ZRXOG�EH�WKH�EHVW�VROXWLRQ�DW�DQ�(8�UHJXODWRU\�OHYHO�WR�
PLWLJDWH�WKH�ULVN�IRU�(XURSHDQ�FRPSDQLHV�VWHPPLQJ�IURP�WKH�UHTXHVW�IRU�DFFHVV�E\�
IRUHLJQ�MXULVGLFWLRQ�DXWKRULWLHV�WR�WKHLU�GDWD"

,QWURGXFLQJ�DQ�REOLJDWLRQ�IRU�GDWD�SURFHVVLQJ�VHUYLFH�SURYLGHUV��H�J��FORXG�
VHUYLFH�SURYLGHUV��WR�QRWLI\�WKH�EXVLQHVV�XVHU�HYHU\�WLPH�WKH\�UHFHLYH�D�
UHTXHVW�IRU�DFFHVV�WR�WKHLU�GDWD�IURP�IRUHLJQ�MXULVGLFWLRQ�DXWKRULWLHV��WR�WKH�
H[WHQW�SRVVLEOH�XQGHU�WKH�IRUHLJQ�ODZ�LQ�TXHVWLRQ
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,QWURGXFLQJ�DQ�REOLJDWLRQ�IRU�GDWD�SURFHVVLQJ�VHUYLFH�SURYLGHUV�WR�QRWLI\�WR�WKH�
&RPPLVVLRQ��IRU�SXEOLFDWLRQ�RQ�D�GHGLFDWHG�(8�7UDQVSDUHQF\�3RUWDO��DOO�
H[WUDWHUULWRULDO�IRUHLJQ�ODZV�WR�ZKLFK�WKH\�DUH�VXEMHFW�DQG�ZKLFK�HQDEOH�DFFHVV�
WR�WKH�GDWD�WKH\�VWRUH�RU�SURFHVV�RQ�EHKDOI�RI�WKHLU�EXVLQHVV�XVHUV
,QWURGXFLQJ�DQ�REOLJDWLRQ�IRU�GDWD�SURFHVVLQJ�VHUYLFH�SURYLGHUV�WR�SXW�LQ�SODFH�
VSHFLILHG�OHJDO��WHFKQLFDO�DQG�RUJDQLVDWLRQDO�PHDVXUHV�WR�SUHYHQW�WKH�WUDQVIHU�
WR�RU�DFFHVV�RI�IRUHLJQ�DXWKRULWLHV�WR�WKH�GDWD�WKH\�VWRUH�RU�SURFHVV�RQ�EHKDOI�
RI�WKHLU�EXVLQHVV�XVHUV��ZKHUH�VXFK�WUDQVIHU�RU�DFFHVV�ZRXOG�EH�LQ�FRQIOLFW�ZLWK�
(8�RU�QDWLRQDO�ODZV�RU�DSSOLFDEOH�LQWHUQDWLRQDO�DJUHHPHQWV�RQ�H[FKDQJH�RI�
GDWD
3URYLGLQJ�IRU�FRPSDWLEOH�UXOHV�DW�LQWHUQDWLRQDO�OHYHO�IRU�VXFK�UHTXHVWV�
2WKHU�VROXWLRQ
7KHUH�LV�QR�DFWLRQ�QHHGHG�WR�DGGUHVV�WKLV
,�GR�QRW�NQRZ���QR�RSLQLRQ

3OHDVH�VSHFLI\
����FKDUDFWHU�V��PD[LPXP

&ORVLQJ�VHFWLRQ��SRVVLELOLW\�WR�XSORDG�D�GRFXPHQW��DQG�WR�VKDUH�ILQDO�
FRPPHQWV�

3OHDVH�XSORDG�\RXU�ILOH
2QO\�ILOHV�RI�WKH�W\SH�SGI�W[W�GRF�GRF[�RGW�UWI�DUH�DOORZHG
D���E�H��GD�����HE����E�������DD�D�H�3XEOLFBFRQVXOWDWLRQB'DWDB$FWB�B$QQH[B(%8BDQVZHU�SGI

)LQDO�FRPPHQWV

����������$V�D�JHQHUDO�UHPDUN��SXEOLF�VHUYLFH�PHGLD�RUJDQLVDWLRQV�ZRXOG�OLNH�WR�HPSKDVL]H�WKDW�WKH\�DELGH�E\�
KLJK�HWKLFDO�DQG�UHJXODWRU\�VWDQGDUGV�LQ�WHUPV�RI�GDWD�SURWHFWLRQ��,Q�WKDW�UHJDUG��WKH�IXWXUH�'DWD�$FW�VKRXOG�
FDUHIXOO\�DVVHVV�WKH�FRVW�DQG�EHQHILWV�RI�LQWURGXFLQJ�DGGLWLRQDO�UXOHV�WR�DQ�DOUHDG\�GHQVH�OHJLVODWLYH�
IUDPHZRUN��H�J��*'35���,Q�WKDW�YLHZ��ZH�ZRXOG�NLQGO\�VXJJHVW�WR�ILUVW�IRFXV�RQ�D�EHWWHU�HQIRUFHPHQW�RI�
H[LVWLQJ�UXOHV�EHIRUH�LQWURGXFLQJ�DGGLWLRQDO�REOLJDWLRQV�ZKLFK�FRXOG�SURYH�EXUGHQVRPH�IRU�(XURSHDQ�
FRPSDQLHV�

����������0RUH�VSHFLILFDOO\��DV�UHJDUGV�%�%�GDWD�VKDULQJ�LQ�6HFWLRQ����SXEOLF�VHUYLFH�PHGLD�RUJDQLVDWLRQV�KDYH�
H[SODLQHG�RQ�VHYHUDO�RFFDVLRQV�WKH�GLIILFXOWLHV�WKH\�HQFRXQWHU�LQ�DFFHVVLQJ�GDWD��H�J��ODUJH�SODWIRUPV௲�WR�
VKDUH�WKH�YDVW�DPRXQWV�RI�GDWD�WKH\�KDYH�DFFXPXODWHG��DQG�ZRXOG�EH�NHHQ�IRU�DQ\�GDWD�VKDULQJ�UXOHV�
LQFOXGHG�LQ�WKH�'DWD�$FW�WR�JR�EH\RQG�WKH�'LJLWDO�0DUNHWV�$FW��'0$���,QGHHG��WKH�'0$�WDUJHWV�D�VSHFLILF�VHW�
RI�FRPSDQLHV�WKDW�RIIHU�௱FRUH�SODWIRUP�VHUYLFHV௲��1HYHUWKHOHVV��PDQ\�RWKHU�HQWLWLHV��H�J��,63V���ZKLFK�GR�QRW�
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RIIHU�௱FRUH�SODWIRUP�VHUYLFHV௲��FRQWURO�GDWD�WKDW�360�ZRXOG�QHHG�WR�DFFHVV�LQ�RUGHU�WR�IXOILO�WKHLU�UHPLW��$V�D�
UHVXOW��WKRXJK�360�ZHOFRPH�WKH�௱GDWD�VKDULQJ௲�REOLJDWLRQV�WKDW�ZLOO�EH�LPSRVHG�RQ�JDWHNHHSHU�SODWIRUPV�E\�
WKH�'0$��WKDW�LQVWUXPHQW�ZLOO�QHHG�WR�EH�FRPSOHPHQWHG�ZLWK�UXOHV�WKDW�IDFLOLWDWH�WKH�IDLU�DQG�IUHH�IORZ�RI�GDWD�
EHWZHHQ�EXVLQHVVHV�

,Q�RUGHU�WR�FRPELQH�WKH�DERYH�SRLQW�ZLWK�WKH�REMHFWLYH�RI�6HFWLRQ���ZKLFK�HVWDEOLVKHV௱�IDLUQHVV௲�LQ�%�%�GDWD�
VKDULQJ��ZH�SURSRVH�WR�DGRSW�D�IHZ�JHQHUDO�SULQFLSOHV��EDVHG�RQ�WKH�OHVVRQV�OHDUQW�IURP�FRPSHWLWLRQ�
HQIRUFHPHQW�DQG�UHJXODWLRQ��LPSRVLQJ�DFFHVV�RQ�)5$1'�WHUPV��7KUHH�LVVXHV�DUH�SDUWLFXODUO\�LPSRUWDQW�
KHUH��

��������7KH�VFRSH�RI�GDWD��H�J��UDZ�Y�SURFHVVHG���DORQJ�WKH�OLQHV�RI�WKH�'0$�SURSRVDO��WKH�GDWD�QHHGV�WR�EH�
HIIHFWLYH�DQG�KLJK�TXDOLW\�LQ�RUGHU�WR�HQDEOH�WKRVH�FRPSDQLHV�WKDW�QHHG�DFFHVV�WR�LW�WR�LPSURYH�XVHU�
H[SHULHQFH��
��������7KH�SULFLQJ�PHFKDQLVP�RQ�WKH�EDVLV�RI�ZKLFK�GDWD�ZRXOG�EH�VKDUHG��WKH�&RPPLVVLRQ�ZRXOG�QHHG�WR�
HVWDEOLVK�FHUWDLQ�SULQFLSOHV�WKDW�HQVXUH�WKDW�WKH�SURYLGHU�JUDQWLQJ�DFFHVV�WR�GDWD�GRHV�QRW�FKDUJH�H[FHVVLYH�
SULFHV��,W�LV�UHPLQGHG�WKDW��LQ�FDVHV�ZKHUH�WKH�&RPPLVVLRQ�OHIW�LW�WR�WKH�GRPLQDQW�RU�PHUJLQJ�ILUPV�WR�VHW�XS�
WKH�SULFLQJ�PHFKDQLVP�WKH\�GHHPHG�ILW�WR�VKDUH�D�YDOXDEOH�LQSXW�ZLWK�FRPSHWLWRUV��H�J��,3��NQRZ�KRZ���WKH�
SULFHV�FKDUJHG�ZHUH�XQVXVWDLQDEOH�RQ�PDQ\�RFFDVLRQV��,W�LV�DOVR�UHPLQGHG�WKDW��LQ�LWV�&RPPXQLFDWLRQ�RQ�
GDWD�VKDULQJ�LQ�WKH�SULYDWH�VHFWRU��WKH�&RPPLVVLRQ�UHIHUUHG�WR�WKH�SULQFLSOH�RI�௱VKDUHG�YDOXH�FUHDWLRQ௲��7KLV�
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EBU answer to the public consultation on a Data Act - Annex 
 
 
 
Some of the space provided in the online survey was not sufficient to provide a full answer. 
Please find below additional comments on the related questions.  
 
 
Section V: Improving portability for business users of cloud services 
 
Do you consider there is a need to establish a right to portability for business users of cloud 
computing services in EU legislation? 
 
Yes 
 
Please explain your answer, detailing as much as possible what this right should entail. 
 
To avoid vendors’ lock-in, business users need to be able to easily switch cloud providers with 
their data and applications, without extra costs or time limitations. This right should ensure 
sovereignty over one's own data. Customers incur prohibitive financial, organisational and 
technical costs in transferring to alternative cloud suppliers. A lack of assistance and differing 
technical requirement hinder portability. 
 
Both legislative approaches proposed are required and are complementary: generic provisions 
guaranteeing the principle of interoperability complemented by specific measures to make this 
principle effective i.e. contractual provisions (such as the prohibition of charging for indirect 
access) and technical provisions (API, open standards).   
 
Would it be suitable to develop – as a part of legislative approach to cloud service portability - 
standard APIs, open standards and interoperable data formats, timeframes and potentially 
other technical elements? 
 
Yes 
 
Can you be more specific about which standards should be developed in this regard? 
 
Please refer to the Cigref Trusted Cloud reference document – section 7: “reversibility 
requirements” & section 8: “interoperability requirements”. 
 
However, it is unclear how something like this could look. For IaaS, standard formats already 
exist; for SaaS, it is not very realistic to get more than rudimentary interoperable formats. 
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Section VIII: Safeguards for non-personal data in international contexts 
 
Please explain what categories of data that should be stored in the EU/EEA only are 
concerned and why.  
 
Some EBU Members support that part of their data (personal and non personal data) should 
be stored in the EU/EEA only. Relevant factors are: 
 

x Type of non-personal data being processed, e.g. commercially sensitive data; highly 
confidential data; business critical internal data. 

x How data is processed, e.g. by a third-party cloud service provider.  
x The territory where the data is processed and the applicable laws in that territory, e.g. 

laws that require the cloud service provider to allow a law enforcement agency to 
access the data. 

 
 




